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Abstract 

In this note, from the appropriate modal valent-Θ  mathematical notions, we define a 

modal valent-Θ  view of the RSA cryptosystem, and then, we propose an practical 

application. 
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___________________________________________________________________ 

1. Introduction 

In 1976, Diffie and Hellman introduced in [3] the concept of the 

public-key cryptosystem. Since then, a number of public-key 

cryptosystems have been proposed. The RSA cryptosystem was proposed 
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in 1978 by Ronald Rivest et al. in [4] as an example of public-key system. 

This means that everyone can know the encryption key, but it is 

computationally infeasible for an unauthorized person to deduce the 

corresponding decryption key. In the RSA cryptosystem, the public 

modulus pqN =  is a product of two primes of the same bit size. The 

public and private exponent e and d satisfy the congruence 

( )( ),mod1 Ned φ≡  where ( ) ( )( )11 −−=φ qpN  is the Euler totient 

function. Encryption, decryption, signature and signature-verification in 

RSA require the computation of heavy exponentiations. Although the 

RSA algorithm is indeed among the strongest, the question that arises is 

whether it could withstand the test of time. But, as without a doubt 

nothing can withstand the test of time, we intend to present a modal 

valent-Θ  view of the RSA cryptosystem in order to improve its 

robustness. We understand by the modal valent-Θ  view that we will 

present the RSA cryptosystem from the mathematical algebraic 

structures specific to a new logic defined by Eteme in [1] named the 

modal valent-Θ  chrysippian logic which appears as a modal valent-Θ  

chrysippian extension of the boolean logic. The modal valent-Θ  

chrysippian logic admits states of truth other than true and false, and has 

as algebraic representation the modal valent-Θ  chrysippian ring 

introduced in [1]. From the modal valent-Θ  chrysippian logic, the notions 

of modal valent-Θ  ( )Θm  sets, of Θm  algebraic structures as soon as the 

notions of the modal valent-Θ  congruence, the formal modal valent-Θ  

exponentiation, the formal modal valent-Θ  Euler’s function, and the 

modal valent-Θ  Fermat-Euler theorem are defined in [1]. In this note, we 

intend to propose a modal valent-Θ  view of the RSA cryptosystem. The 

rest of the paper is structured as follows: In the Section 2, we will present 

the basic necessary modal valent-Θ  mathematical notions useful for our 

purpuse. In the Section 3, we will present a modal valent-Θ  approach of 

the RSA cryptosystem. A practical application will be presented in the 

Section 4. 
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2. The Modal Valent-ΘΘΘΘ  Sets 

2.1. Generalities 

2.1.1. The notion of modality over a classical set 

Let E be a non empty set. 

Definition 2.1. One calls structure of modalities over E, every tuple 

( ( ) )
∗∈αα IfE,  such that: 

(1) I is a closed chain 1,0  and { }.0\II =∗  

(2) { } EEfI →∈α∀ α :,0\  is a map fulfulling: 

• ( ) ;0/=/α
∈α ∗

Ef
I
∩  

• ;,, βα∗ =/⇒β=/α∈βα∀ ffI  

• .,, ααβ∗ =∈βα∀ foffI  

Notation 2.1. We write ( )αfE,  instead of ( ( ) )
∗∈αα IfE,  for short. 

Remark 2.1. If ( )∗ΘΘ .,resp  is the ordinal of ( ),.,resp ∗II  then the 

chain I  is said valent-Θ  and ( )αfE,  is called an Θm  structure of 

modalities over the set .E  

Proposition 2.1. Let ( )αfE,  be an Θm  structure of modalities over E. 

For every ,∗∈α I  let αR  be the equivalence relation defined on E by: 

( ) ( ).yfxfyxR ααα =⇔  

Let ΘR  be the binary relation over E  defined by: 

( ) ( )yfxfIyxR αα∗Θ =∈α∀⇔ ,  

 yxRI α∗∈α∀⇔ ,  

ΘR  is an equivalence relation on .E  
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Proof ([1]). α
∈α

Θ
∗

= RR
I

�  by definition. 

Proposition 2.2. Let 
Θ

=
Θ R

EE
 be the quotient of E  by .ΘR  

Let Ex ∈  and { ( ) ( )}yfxfIEy
R

xx
αα∗

Θ
=∈α∀∈==

Θ
,  be the 

equivalence class of x  modulo .ΘR  For every ,∗∈α I  let set 

Θ
→

Θα
EE

F :  by ( )
( )

.,
Θ

∈
Θ

=
Θ

α
α

x
y

yfx
F  We have: 

(1) ( )αΘ
F

E
,  is an Θm  structure of modalities over .

Θ

E
 

(2) In ( ) ( ) ( ).,,,
Θ

=
Θ

∈α⇔
Θ

=
ΘΘ αα∗α

y
F

x
FIA

yx
F

E
 

Proof. (1) Let ., ∗∈βα I  

• ( ) ( )., afafEa βα =/∈∃⇒β=/α  Then, ( ) ( )., aoffaoffI βλαλ∗ =/∈λ∀  

Thus ( )
( ) ( )

( ).
Θ

=
Θ

=/
Θ

=
Θ β

βα
α

a
F

afafa
F  

Therefore .βα =/⇒β=/α FF  

• .ααβ = FoFF  

(2) 

yxR
yx

Θ⇔
Θ

=
Θ

 

 ( ) ( )yfxfI αα∗ =∈α∀⇔ ,  

 
( ) ( )

Θ
=

Θ
∈α∀⇒ αα

∗
yfxf

I ,  

 ( ) ( ).,
Θ

=
Θ

∈α∀⇒ αα∗
y

F
x

FI  
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Conversely, let suppose that ,∗∈α∀ I  

( ) ( )
( ) ( )

Θ
=

Θ
∈α∀⇔

Θ
=

Θ
αα

∗αα
yfxf

I
y

F
x

F ,  

( ) ( )yfRxfI αΘα∗∈α∀⇔ ,  

( ) ( )yoffxoffI αλαλ∗ =∈λα∀⇒ ,,  

( ) ( )yfxfI αα∗ =∈α∀⇒ ,  

.
Θ

=
Θ

⇒
yx

 

Definition 2.2. One calls an Θm  set, every structure of modalities 

( )αFE,  over E  that satisfies: ( ) ( )( )., yxyFxFI =⇔=∈α∀ αα∗  

Definition 2.3. Let ( )αFE,  be an Θm  set. ( ) ( )EFFEC
I

α
∈α

α

∗

= ∩,  is 

called the subset of Θm  invariant elements of ( )., αFE  

Definition 2.4. Let ( )αFE,  and ( )α′′ FE ,  be two Θm  sets. One calls 

Θm  map from ( )αFE,  to ( )α′′ FE ,  every map EEF ′→α :  verifying 

., αα∗ =′∈α∀ foFofFI  

2.1.2. The ΘΘΘΘm  completion of an ΘΘΘΘm  set 

Observation 2.1. Let ( )αFE,  be an Θm  set and ( )αFEC ,  be the subset 

of modal valent-Θ  invariant elements of ( )., αFE  

Let ( )( ) ∗
α

I
FEC ,  be the set of families-∗I  of elements of ( )., αFEC  

Let ( ) ( )( ) ., ∗
αλ ∈

I
FECx  

For every ( ),, α∈ FECa  one can identify a to the families-∗I  of 

elements of ( ) ( )αα aFEC ,,  with ., aaI =∈λ λ∗  
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For every ,∗∈α I  one defines ( )( ) ( )( ) ∗∗
ααα →

II
FECFECF ,,:ˆ  by 

( ) ( ).,ˆ
ααλα ∈= FECxxF  

Then ( ( )( ) )αα
∗ FFEC

I ˆ,,  is an Θm  set and the map ( )( )
∗∈αα IxFxt ֏:  

is an injection from E  to ( )( ) ., ∗
α

I
FEC  We also have .ˆ, αα∗ =∈α∀ toFotFI  

Thus, ( )( )
∗∈αα IxFxt ֏:  is an Θm  injective map, so one can consider 

( )αFE,  as a sub-structure of Θm  set of ( ( )( ) ).ˆ,, αα
∗ FFEC

I
 We will 

denote the Θm  set ( ( )( ) )αα
∗ FFEC

I ˆ,,  by ( )., α
Θ FEB  

Definition 2.5. One calls Θm  completion of an Θm  set ( )αFE,  every 

Θm  set ( )α′′ FE ,  that is Θm  isomorphic to ( )., α
Θ FEB  

Theorem 2.1. Every Θm  set admits a unique completion of Θm  set up to 

an isomorphism. 

Proof. [1]. 

2.1.3. The modal valent-ΘΘΘΘ  expression 

Let ( )αFE,  be an Θm  set and .Ex ∈  

Observation 2.2. Let define ( )( ) ( )( ) ,.,, ∗α
Θ

∈αα
Θ ∈α∀∈= ∗

∗
IFECxxFx

I
I

 

( )( ) ( )( )( ) ( )( ) ( ).xFxFxFFxF αλαλαλ
Θ

α ≡==  Thus, we can identify 

( )( )Θ
α xF  to ( ) ( )., αα ∈ FECxF  

Let set { }.ExxE ∈= ΘΘ  Let define ΘΘ
α → EEF :ˆ  by ( ) =Θ

α xF̂  

( )( ) ( ) ( ) .,, ∗αα
Θ

α ∈α∀∈= IFECxFxF  We have 

(1) ;ˆˆ,, βα∗ =/⇒β=/α∈βα∀ FFI  

(2) ;ˆˆˆ,, ααβ∗ =∈βα∀ FFoFI  

(3) ( ( ) ( )) ( ).ˆˆ, ΘΘΘ
α

Θ
α∗ =⇒=⇒=∈α∀ yxyxyFxFI  
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Therefore ( )α
Θ FE ˆ,  is an Θm  set. Let Θ→ EEt :  the map defined by 

txx .Θ
֏  is a bijection such that .ˆ, αα∗ =∈α∀ toFotFI  Thus 

Θxxt ֏:  is an Θm  isomorphism from ( )αFE,  to ( ).ˆ, α
Θ FE  In 

( ) ( ( ) ( )).,,, yFxFIyxFE αα∗α =∈α∀⇔=  In ( ) ⇔= ΘΘ
α

Θ yxFE ,ˆ,  

( ( ) ( ))., yFxFI αα∗ =∈α∀  

Definition 2.6. (1) One calls Θm  expression of x in ( )αFE,  the element 

Θx  defined as above. 

(2) One calls Θm  expression of ( )αFE,  the Θm  set ( ).ˆ, α
Θ FE  

Remark 2.2. (1) According to what proceeds, one can identify ( )αFE,  to 

( )α
Θ FE ˆ,  by the bijective map .Θxx ֏  So ( )α

Θ FE ˆ,  as ( )αFE,  can be 

identified to a sub-structure of Θm  set of ( )., α
Θ FEB  

(2) If the Θm  set ( )αFE,  is a completion of Θm  set, we have         

the following identifications ( ) ( ) ( )Θ
ΘΘ

αα
Θ ⊂≡ FEBFEFE ,,ˆ,  and 

( ( )) ., Θ
αα xxxFx ֏֏  

Definition 2.7. Let ( )αFE,  and ( )α′′ FE ,  be two Θm  sets and let X be a 

non-empty set. 

(1) ( )α′′ FE ,  is an Θm  subset of ( )αFE,  if EE ⊆′  and 

., EFFI ′αα∗ =′∈α∀  

(2) X is an Θm  subset of ( )αFE,  if EX ⊆  and ( )XFX α,  is an Θm  

set. 
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Proposition 2.3. Let ( )αFE,  be an Θm  set and ( )EFEEE ′α′⊆′=// ,.0  is 

an Θm  set if and only if: 

(1) ( ) ;0, /=/′ ′α EFEC  

(2) ( ) ;, ExFEx ′∈′∈∀ α  

(3) .EE FF ′β′α =/⇒β=/α  

Proof. [1]. 

2.1.4. Some examples of ΘΘΘΘm  sets 

(a) The canonical Lukasiewicz algebra of a chain 

Let I be a closed chain .1,0  For every ,∗∈α∀ I  one defines 

IIF →α :  by: 

( )






>α

α

=∈∀ α

,if0

,if1

,

x

x

xFIx

�
 

( ( ) ( )).,,, yFxFIyxIyx αα∗ ≤∈α∀⇒≤∈∀  We also observe that ,α∀  

., αβ∗ ≤⇒β≤α∈β FFI  Then ( )αFI ,  is a Θm  set that is a valent-Θ  

Lukasiewicz algebra. 

Notation 2.2. Let denote ( )αΘ = FII ,  and ( ) ( ).,2 Θ
ΘαΘ = IBw  Recall 

that ( ) ( )Θ
Θ

α
Θ = IBw,2  is the completion of Θm  set of the Θm  set 

( )., αΘ = FII  If { }1,,0,3 α==Θ I  with ( ),,,,10 1FFII αΘ =<α<  

( ) ( ) { }.1,,,0,2 αα== Θ
Θ

α
Θ IBw  

( )

1100

1010

10

1w

w

IB

α

Θ
Θ αα

 

{ } ( )1,,,;10;1,,,0;4 FFFIII βαΘ =<β<α<βα==Θ   and ( ) =Θ
Θ IB  

{ }.1,,,,,,,0 βααβββαα ��  
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( )

.

11100100

10111000

11010010

10

1w

w

w

IB

β

α

Θ
Θ βααβαββα ��

 

(b) The structures of Θm  set .Z  

Let { }.1,0�N∈n  

( )rpx ,!, ∃∈∀ Z  such that 10 −≤≤ nr  and Z∈p  with .rpnx +=  

If 2=n  take the chain { }.2,1,0=I  

If 3≥n  take the chain { }.1,,1,01 −== − nI n ⋯N  

For every ,∗∈α∀ I  let define ZZ →α :F  by ( ) ( ).rpnxF α+=α  

Proposition 2.4. (1) ( )αF,Z  is an Θm  set such that ( ) ., ZZ nFC =α  

(2) ( )NN αF,  is an Θm  subset of ( )., αFZ  

Proof. [1]. 

(c) The ΘΘΘΘm  set of ΘΘΘΘm  relative integers ( )ααααFn ′,ZZ  

Let { }.1,0�N∈n  

( ) [ ]1,0,!, −×∈∃∈∀ nrpx ZZ  such that .rpnx +=  

Let set ( )
∗∈αα+= InZ rpx  if [ ]( ).0 nx ≡�  Let’s set { :ZZ ZZ nn x∪=  

[ ]( )}.0and nxx ≡∈ �Z  Let define for every ZZ ZZ nnFI →′∈α∀ α∗ :,  

by: 

( )







+==∈α+

∈

=′α
.,withif

,if

rpnxxaarp

aa

aF

nn ZZ ZZ

Z

�
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Proposition 2.5. ( )α′Fn ,ZZ  is an Θm  set such that ( ) ., ZZ Z =′αFC n  

Proof. [1]. 

Proposition 2.6. Let define ZnSpec  from ( )αFn ,, ZZ  to ( )α′Fn ,, ZZ Z  by: 

( )
[ ]( )






≡

=

=∈∀

.0

,

,

nxifx

npxifp

xSpecx

n

n

�Z

ZZ  

ZnSpec  is an Θm  isomorphism, i.e., ZnSpec  is a bijective Θm  map such 

that ., ZZ nn oSpecFoFSpecI αα∗ ′=∈α∀  

Proof. [1]. 

2.2. Modal valent-ΘΘΘΘ  algebraic structures 

2.2.1. Algebraic structure of ( )ααααFn ′,ZZ  

Definition 2.8. (1) Let ,ZZna ∈  one calls the support of a the element 

denoted by ( )as  and defined as follows: 

( )
[ ]( )






≡=

∈

=

.0,if

,if

nxxax

aa

as

n �Z

Z

 

(2) Let ⊤  be a binary law over .Z  Let ,, ZZnba ∈  we define an Θm  

binary law in ZZn  induct by ⊤  and denoted also ⊤  as follows: 

( ) ( )
( ) ( )( ) [ ]

( ) ( )( )














≡

∈

=

otherwise

otherwise,0

,,

if

Z

Z

nbsas

nbsas

ba

bsas
ba

⊤
⊤

⊤
⊤  

⊤  as defined above on ZZn  is called an Θm  law on ZZ ZZ nn ba ∈⊤:  

for every ., ZZnba ∈  

Thus we can define ZZnba ∈+  and ZZnba ∈×  for every 

,, ZZnba ∈  where +  and ×  are Θm  addition and Θm  multiplication, 

respectively. 
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In ,ZZn  the Θm  addition and the Θm  multiplication are 

commutative and not associative. 

The Θm  multiplication is not distributive in comparison with the 

Θm  addition. However, one defines similar concepts to the structure of 

Θm  set of .ZZn  These laws are then said Θm  associative and the Θm  

multiplication is Θm  distributive in comparison with the Θm  addition. 

The respective restrictions of these Θm  laws in ( )ZZZ n
I

Fα
∈α

′=

∗

∩  are 

the classical laws of .Z  The Θm  associativity and the Θm  distributivity 

in .ZZn  Let Z∈zyx ,,  such that [ ]( )nx 0≡�  or [ ]( )ny 0≡�  or 

[ ]( ).0 nz ≡�  

(a) Let ⊤  be an Θm  binary law in ,,,, ZZZZZ ZZ nnnnn zyx ∈∀  we 

have 

( )
( ) ( )( ) [ ]

( )( )




 ≡

=

otherwise

0if

Z

ZZZ

n

nnn

zyx

nzyxzyx

zyx

⊤⊤

⊤⊤⊤⊤

⊤⊤  

 

( ) ( )( ) [ ]

( )( )




 ≡

=

otherwise

0if

Znzyx

nzyxzyx

⊤⊤

⊤⊤⊤⊤

 

 ( ).ZZZ nnn zyx ⊤⊤=  

(b) Let +  and ×  be the Θm  addition and the Θm  multiplication in 

,,,, ZZZZZ ZZ nnnnn zyx ∈∀  

 ( )
( ) ( ) [ ]

( )( )






+

≡++

=+

otherwise

0if

Z

ZZZ

n

nnn

zyx

nzyxzyx

zyx  

[ ]

( )






+

≡++

=

otherwise

0if

Znxzxy

nxzxyxzxy

 

.ZZZZ nnnn zxyx +=  
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Definition 2.9. One calls: 

(1) The modal valent-Θ  identity element of ( )α′Fn ,ZZ  for the Θm  

multiplication the Θm  element ( ).11 ZZ nn Spec=  

(2) The Θm  inverse of ,ZZna ∈  every ZZnb ∈  when it exists that is 

a solution of the equation .1 Znab =  

Remark 2.3. The Θm  inverse when it exists is not necessary unique. 

Definition 2.10. One calls: 

(1) A modal valent-Θ  monoïd a pair ( )( )⊤,, αFA  consisting of a 

modal valent-Θ  set ( )αFA,  and an Θm  binary operation ⊤  on ( )αFA,  

which satisfies the Θm  associative law. The Θm  monoïd is said Θm  

unitary if it has an Θm  identity element. 

(2) A modal valent-Θ  group, every modal valent-Θ  unitary modal 

valent-Θ  monoïd that has at least an Θm  identity element. 

(3) A modal valent-Θ  ring every triple ( )( ),,,, ×+αFA  where 

( )αFA,  is an Θm  set and +  and ×  are Θm  binary operations on 

( )αFA,  such that the following properties hold: 

• ( )( )+α ,, FA  is an abelian Θm  group. 

• ( )( )×α ,, FA  is an Θm  monoïd. 

• The Θm  distributive Θm  laws hold. 

(4) A modal valent-Θ  field ( ),fmΘ  every Θm  ring ( )rmΘ  in which 

every non zero Θm  element has at least a modal valent-Θ  inverse. 

Proposition 2.7. ( )( )×+′α ,,, FnZZ  is an Θm  ring with no zero divisors. 

Proof. [1]. 
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Remark 2.1. ( )Zn1.,resp1  is an identity element (resp., an Θm  identity 

element) for the Θm  multiplication in ( )., α′FnZZ  

2.2.2. The modal valent-ΘΘΘΘ  congruence of ( )ααααFn ′,ZZ  

Let N∈n  such that ( )α′≥ Fn n ,.2 ZZ  is the Θm  ring of the modal 

valent-Θ  relative integers. Let set { ( ) },0,,:0 =′∈µ∃∈=Θ µ∗ aFIaa nZZ  

{ ( )( ) }.,mod0: NNN ZZ ∈≡= xnxxnn �∪  

Proposition 2.8. Let 0Θ∈ �ZNnP  and Pρ  be a binary relation on ZZn  

defined by: 

For every ( ) ( ) ( )[ ].,,, PFbFaFIbaba Pn ααα∗ ′′≡′∈α∀⇔ρ∈ ZZ  We 

have: 

(1) Pρ  is an equivalence relation on .ZZn  

(2) ZPρ  is the classical congruence of .Z  

(3) Pρ  is compactible with the structure of Θm  set of ( ),, α′FnZZ  i.e., 

for every ( ) ( ).,,, bFaFIbaba PPn αα∗ ′ρ′∈α∀⇔ρ∈ ZZ  

Proof. [1]. 

Notation 2.3.  

• Pρ  will be denoted by ZZnP  in what follows. 

• We will denote the equivalence class of an element ZZna ∈  modulo 

ZZnP  by .
ZZnp

a
 

• Let set { }., Z
ZZ

Z
Z

ZZ

Z

n
nn

n a
P

a

P
∈=  
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Proposition 2.9. Let ( )α′Fn ,ZZ  be the Θm  set of Θm  relative integers 

and .0Θ∈ �ZNnP  For every ,∗∈α∀ I  let PF ,α  be defined as follows: 

( )
( ) ZZZ

Z

Z

Z

Z

ZZZ

Z

Z

Z

Z

nn
P

n

n

n

n

n

P

PF

aF

P

a
F

P

a

PP
F

α

α
α

α

′

′
=









→

,

, :

֏

 

( )P
n

n F
P ,, α

Z

Z

Z

Z
 is an Θm  set if and only if .∗∈ NP  

Proof. [1]. 

Remark 2.4. If ,∗∈ NP  then { ( )( )}nx
P

x

PP n

n

n

n mod0: ≡= �
Z

Z

Z

Z

ZZ

Z

Z

Z
∪  and 

( ) ., ,
Z

Z

Z

Z

Z

Z

P
F

P
C P

n

n =α  

Definition 2.11. One calls: 

(1) The Θm  congruence in ( ),, α′FnZZ  the Θm  equivalence relation 

denoted by ., ∗∈ NZ Z PP n  

(2) A modal valent-Θ  residual class modulo ,P  the equivalence class 

modulo ZZnP  of every ZZna ∈  and denoted by .
ZZnP

a
 

(3) The modality-α  of ,
ZZnP

a
 the integer modulo P  defined as 

follows: ( ) ., ,
Z

Z

ZZ Z PP

aF

P

a
FI

n
P ∈

′
=∈α∀ α

α∗  

(4) ( )P
n

n F
P ,, α

Z

Z

Z

Z
 the Θm  set of Θm  relative integers modulo P  

also denoted by 
( )

.
,

Z

Z

Z

Z

n

n

P

Fα′  

(5) The set of integers modulo ,P  the following set (
( )

) .
,

Z

Z

Z

Z

Z

Z

PP

F
C

n

n =
′α  
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Proposition 2.10. Let ., ZZnba ∈  

[ ] ( )

[ ] [ ]( ) [ ]( )( )






≡=≡=≡

∈∈≡

⇔ρ

.0,0,

,

nyybthereforenxxaifnPyx

bthereforeaifPba

ba

nn

P

�� ZZ

ZZ

 

Proof. [1]. 

Notation 2.4. In all what follows, we shall denote ZZ nPn yx ρ  by 

[ ].ZZZ Znnn Pyx ≡  

Definition 2.12. One calls a modal valent-Θ  representing of the element 

ZZnp

a
 with ,ZZna ∈  every ZZnb ∈  satisfying the following conditions: 

• If ,Z∈a  therefore Z∈b  and then [ ].nPab ≡  

• If not, Znxa =  therefore Znyb =  and then [ ],nPyx ≡  with 

[ ]( )nx 0≡�  and [ ]( ).0 ny ≡�  

Notation 2.5. Let denote the set of Θm  representings of 
ZZnP

a
 by 

.
ZZnP

a
rm  

Definition 2.13. Let ., ZZnba ∈  One defines the addition +  and the 

multiplication ×  in 
Z

Z

Z

Z

n

n

P
 as follows: 

ZZZ ZZZ nnn p

yx

p

b

p

a +
=+  with 

ZZnp

a
rmx ∈  and .

ZZnp

b
rmy ∈  

ZZZ ZZZ nnn p

yx

p

b

p

a ×
=×  with 

ZZnp

a
rmx ∈  and .

ZZnp

b
rmy ∈  

yx +  and xy  are respectively, the Θm  addition and the Θm  multiplication. 
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Theorem 2.2. Let +  and ×  defined in 
Z

Z

Z

Z

n

n

P
 as above. (( ) )×+α ,,, F

P n

n

Z

Z

Z

Z
 

is an Θm  ring with as identity element 
ZP

1
 and as an Θm  identity 

element .
1

Z

Z

Zn

n

P
 

Proof. [1]. 

Theorem 2.3. Let Z∈nP ,  with .2 Pn ≤≤  The following statements 

are equivalent: 

(1) ( )αF
P n

n ,
Z

Z

Z

Z
 is an Θm  field. 

(2) ZZ ZZ nn ba ∈∃∈∀ ,  such that: 

(i) Or ,Z∈a  then [ ]( )nyxb n 0, ≡= �Z  and [ ].1 nPay ≡  

(2i) Or if [ ]( )nyxaa n 0,, ≡=∈/ �ZZ  then 

(a) If ,Z∈∃b  then [ ].1 nPxb ≡  

(b) If not, [ ]( )nyyb n 0, ≡= �Z  and [ ].1 nPxy ≡  

Proof. [1]. 

Corollary 2.1. If ( )αF
P n

n ,
Z

Z

Z

Z
 is an Θm  field, then P  is a prime integer. 

Proof. [1]. 

Definition 2.14. 
ZZnP

a
 is a divisor of zero in ( )αF

P n

n ,
Z

Z

Z

Z
 if it exists 

ZZnb ∈  such that .0=
ZZ ZZ nn P

b

P

a
 

Proposition 2.11. If ,2 Pn ≤≤  then .nP
P

Card
n

n =
Z

Z

Z

Z
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Proof. [1]. 

Proposition 2.12. Let ZZnba ∈,  and ., ∗∈′ NPP  If ( )ZZnPba ≡  and 

( ),ZZnPba ′≡  then ( )( )., ZZnPPppcmba ′≡  

Proof. [1]. 

Proposition 2.13. Let ,,, ZZnKba ∈  the following statements are 

equivalent: 

(i) ( ).ZZnPKbKa ≡  

(2i) (
( )( )

).
, ZZnPKsgcdp

P
ba ≡  

Proof. [1]. 

2.3. Some intrinsic ΘΘΘΘm  parameters in ZZn  

2.3.1. Formal ΘΘΘΘm  exponentiation in ZZn  

Definition 2.15. Let ZZna ∈  and .ZNnb ∈  

(1) ba  is defined as follows: 

( ) ( ) ( ) ( ) [ ]

( ( ) ( ) )





 ≡∈
=

not.if

,0or,if

Z

Z

n
bs

bsbs

b

as

nasbaas
a  

(2) ( ) baba ֏,  is an Θm  map from ZZ NZ nn ×  to ZZn  and 

( ) ( ) ( )
.

bsb asas =  

2.3.2. Formal ΘΘΘΘm  Euler’s function in ZZn  

Definition 2.16. The formal Θm  Euler’s function in ZZn  denoted by 

Znρ  is defined as an Θm  map from ZNn  to ZNn  as follows: 
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Let ZNnm ∈  

( )
( )( ) ( )( ) [ ]

( )( )( )






ρ

≡ρ∈ρ

=ρ

not.if

,0iforif

Z

Z

N

n

n

ms

nmsmms

m  

Remark 2.5. (1) ( )
( )( ) [ ]





≡ρ

∈

⇔∈ρ

.0

or,

nms

m

mn

N

NZ  

(2) ( )( ) ( )( ) .NZ ∈ρ=ρ msms n  

(3) If ( ) ( )( ) ,1,gcd =′msms  then ( ) ( ) ( ).mmmm nnn ′ρρ=′ρ ZZZ  

2.3.3. The ΘΘΘΘm  Fermat-Euler theorem in ZZn  

Theorem 2.4. Let ZZna ∈  and .∗∈ ZNnm  If ( ) ( )( ) 1, =asmsgcd  and n  

divides ( ),ms  then 
( ) [

( )
].1 ZZ ZZ

nn
m

n

ms
a n ≡ρ

 

Proof. ( ) ( )( ) ( ) ( )( ) ( )[ ]msasmsas
ms

11,gcd ≡⇒=
ρ

 by the Fermat-Euler 

theorem in .Z  As n  divides ( ),ms  then 

( ) ( )( ) [
( )

] ( ( ) ( )( ) ) [
( )

]ZZZ
Znnn

msms

n

ms
as

n

ms
nas 1,1 ≡⇒≡ ρρ

 

( ) [
( )

].1 ZZ ZZ
nn

m

n

ms
a n ≡⇒ ρ

 

Corollary 2.2. Let .ZZna ∈   

(1) If ( )( ) ,1, =nasgcd  then ( ) ( ) [ ].1 nas
n

≡
ρ

 

(2) The Θm  Fermat-Euler theorem in ZZn  implies the Fermat-Euler 

theorem in .Z  
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Proof. (1) As ( ) ,nns =  then according to the Θm  Fermat-Euler theorem, 

we have: 

( ) [ ] ( ) [ ]ZZZZ ZZ nn
n

nn
n a

n

n
a 111 ≡⇒≡ ρρ  

 ( ) ( ) [ ].1 nas
n

≡⇒ ρ
 

(2) Let Z∈a  and ∗∈ Nm  with ( ) 1,gcd =ma  and m  a multiple of .n  

( ) ( )., msmasa ==  Thus, 

( ) ( ) ( ) [ ]
n

m
na

n

m
a m

nn
mn .11 ≡⇒≡ ρρ

ZZ ZZ  

 ( ) [ ].1 ma m ≡⇒ ρ  

2.3.4. Small Fermat-Euler theorem in ZZp  

Let p be a prime number and ( ( ) ) ,1,, =∈ kpasgcda p ZZ Z �  thus by 

the Θm  Fermat-Euler theorem, one has : 
( )

( ).1 1
ZZ Z

Z

pp
p

pa p −ρ
≡ k

k

 As 

,N∈kp  then ( ) ( ) ( ) .1 1−−=ρ=ρ kkk pppppZ  

Theorem 2.5. 

• ( ) [ ].1 11 1

ZZ Zpp
pp pa −− ≡

−
k

k

 

• ( )( ) [ ].1
11 k

k

pas
pp ≡

−−
 

Proof. [1]. 

Corollary 2.3.  

• ( ) [ ].111 1

ZZp
pp paa −+− ≡

−
k

k

 

• ( )( ) ( )[ ].11 1
k

k

pasas
pp

≡
+− −
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Corollary 2.4.  

• ( ) ( ) [ ].11
ZZp

pp paa ≡+−  

• ( )( )( ) ( ) [ ].211
pasas

pp
≡

+−
 

Corollary 2.5. Let Z∈m  and N∈k  such that .2≥k  If ( ) ,1, =pmgcd  

then ( ) [ ].1
11 k

k

pm pp ≡
−−  

Corollary 2.6. In the modal p-valent quotient rings 
Z

Z

Z

Z

n

p

p
 and ,

Z

Z

Z

Z

p

p

pk
 

with { },1,0�N∈k  if one denotes for 
Z

Z
Z

ZZ

p
p p

a
aa =∈ ɺ,�  and 

.

ZZpp

a
a

k
=  One has: 

• ( ) .11
Zp

ppa ɺɺ =−  

• ( ) .1
11

Zp
ppa =

−− k

 

3. A Modal Valent-ΘΘΘΘ  Approach of the RSA Cryptosystems 

Let qp,  and n  be three prime integer numbers; let set 

;nqpm ××=  let consider ;
Z

Z

Z

Z

n

n

m
 let ZZ Z �na ∈  such that 

( )( ) 1,gcd =mas  and let recall that ( ) .mms =   

According to the Θm  Fermat-Euler theorem in ,ZZn  we have:  

( ) [
( )

] ( ) [ ]ZZZZ ZZZ
nn

m
nn

m
pqa

n

ms
a n 11 ≡⇒≡ ρρ

 because ( ) ( ).mmn ρ=ρ Z  
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Let N∈t  such that ( )( ) ,1,gcd =ρ mt  then according to Bezout 

theorem, there exist Z∈VU,  such that ( ) .1=ρ+ mVtU  Thus 

( ) aa mVtU =ρ+  ( ) .aaa mVtU =⇔ ρ  As ( ) [ ],1 ZZ Znn
m pqa ≡ρ  then 

( ) [ ] ( ) ( )ZZZZ ZZ nn
tUmVtU

nn
mV pqaaapqa 11 ≡⇒≡ ρρ  

 ( ).ZZn
tU pqaa ≡⇒  

If x  is an inversible element of ,
Z

Z

m
 then ( ) 1,gcd =mx  and 

( ) [ ].1 mx m ≡ρ  Thus as above, we have [ ].mxxtU ≡  

Let ZZnyx ∈,  and ( ) ( )∗=
Z

Z

Z

Z

mm
U  the set of inversible elements 

of 
Z

Z

m
 let set 

( )
[ ] ( )

( ) ( ) ( )( )







=∈

∈
≡

,1,gcdthatsuchif,

,if,

xsmsxpqx

m
Uxmx

xC

nn
U

U

ZZZ

Z

Z

ZZ �

 

where ( )
Z

Z

m
U  is the set of inversible elements of .

Z

Z

m
 

( )
[ ] ( )

( ) ( ) ( )( )







=∈

∈
≡

,1,gcdthatsuchif,

,if,

ysmsypqy

m
Uymy

yD

nn
t

t

ZZZ

Z

Z

ZZ �

 

Let set ( ) ( )( ){ }.1,gcd:, =∈= msasaU nmn ZZ ZZ �  

Proposition 3.1. Let ( ) ., mnU
m

Ux Z
Z

Z
∪∈  

( )( ) ( )
( ) ( )

( )







∈

∈
≡≡≡

.,

,,

,mnn

UtU

Uxif
n

m
modulo

m
Uxifmmodulo

xxxDxCD

ZZZ

Z

Z
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Proof. Obvious. 

Remark 3.1. The functions D  and C  defined above will be our decoding 

and coding functions, respectively. To encrypt, one will need ,C  i.e., U  

and m which are of the public areas. To decrypt, one has to know t and m. 

Example 3.1. Take 23,13 == qp  and .2=n  

( ) ( )( ) ( ) ( ) .26422313,59822313 2 =××ρ=ρ=ρ=ρ=××= mmsmm Z  

An encoded message is constituted of elements ( ) ,
598 598,2Z
Z

Z
UUx ∪∈  

where 

( ) { } ( ){ },1598,gcd;597,,1,0
598

=∈= xxU ⋯
Z

Z
 

( ){ }.1598,;22598,2 =∈= xgcdxU ZZ ZZZ �  

Let ,17=t  we have ( ) .1264,17 =gcd   

By the Bezout theorem, there exist Z∈VU ,  such that 

.126417 =+ VU  By the method of successive Euclidian divisions, we 

obtain ( ) ( ).2,31, −=VU  

Thus, the functions C  and D  are defined as follows: 

( )
[ ] ( )

( )







∈

∈
≡

−

−

,if,299

,
598

if,598

598,22
31

31

ZZZ

Z

Z

Uxx

Uxx
xC  

( )
[ ] ( )

( )







∈

∈
≡

.if,299

,
598

if,598

598,22
17

17

ZZZ

Z

Z

Uxy

Uxy
yD  
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4. Practical Application of an ΘΘΘΘm  Approach of RSA Cryptosystems 

Let consider two persons called X  and Y  hoping to communicate 

confidentially. They choose each one a pair of two great prime numbers 

,, XX qp  for X  and YY qp ,  for .Y  They also choose commonly a natural 

integer number .n  

Let set XXX qnpm =  and .YYY qnpm =  Then X  also chooses XC  in 

ZZn  such that ( ) ( )( ) 1,gcd =ρ XnX mCs Z  and Y  chooses YC  in ZZn  such 

that ( ) ( )( ) .1,gcd =ρ YnY mCs Z  The modal n-valent congruence class of 

XC  has an modal n-valent inverse Xd  in ( ) ., Xmn
X

U
m

U Z
Z

Z
∪  

As same the modal n-valent congruence class of YC  has as modal       

n-valent inverse Yd  in ( ) ., Ymn
Y

U
m

U Z
Z

Z
∪  

The message is encoded as follows: one can replace k  successive 

symbols by an another symbol element of a given set ,B  i.e., one defines a 

map from kA  to ,B  where A  is an usual alphabet. The elements of B  

are on one hand identified to the inversible congruence classes modulo 

Xm  (or modulo ),ZZn
X

n

m
 on the another hand are identified to the 

inversible congruence classes modulo Ym  (or modulo ).ZZn
X

n

m
  

One understands here that we have two injective maps: 

( )
Xmn

X
U

m
B ,: Z

Z

Z
∪

∗
→α  and ( ) .: , Ymn

Y
U

m
B Z

Z

Z
∪

∗
→β  These 

identifications are public and known by X  and .Y  In what follows, the 

messages will be considered as the sequences of symbols of ( )∗
Z

Z

Xm
 

XmnU ,Z∪  or ( ) ., Ymn
Y

U
m Z
Z

Z
∪

∗
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The keys XX Cm ,  and YY Cm ,  are public. The values of ,,, XXX dqp  

( )Xn mn Zρ,  and ( )YnYYY mndqp Zρ,,,,  are on the other hand secret. 

Let suppose that X  wants to encode a message intended for Y  and 

this message is expressed as a sequence of symbols of ( ) ., Ymn
Y

U
m Z
Z

Z
∪

∗
 

X  applies to this sequence of symbols, let say ( )⋯⋯ ,,,, 21 kaaa  the 

transformation ( ) ( )⋯⋯֏⋯⋯ ,,,,,,,, 2121
YYY CCC

aaaaaa
kk  and then 

sends the message. When Y  receives the message, he applies the inverse 

transformation ( ) ( ).,,,,,,,, 2121 ⋯⋯֏⋯⋯ YYY ddd
bbbbbb
kk  This process 

return the message that is sent. 

Remark 4.1. One can guarantee the origin of the message, i.e., Y  can be 

sure that the message sent comes from .X  For this purpose, we can 

suppose that (( ) ) (( ) ).,, YX mn
Y

mn
X

U
m

CardU
m

Card ZZ
Z

Z

Z

Z
∪∪

∗∗
<  

To do so, i.e., to sign the message, X  can proceed as follows: begin by 

consider his message as a sequence of elements of ( )
Xmn

X
U

m ,Z
Z

Z
∪

∗
 

and then applies the transformation ( ) ( ,,,,,, 2121
XX dd

aaaaa ֏⋯⋯ k  

)⋯⋯ ,, Xd
a
k

 which can only be done by him. He then consider the 

sequence that result from let say ( )⋯⋯ ,,,, 21 kbbb  as a sequence of 

elements of ( ) ., Ymn
Y

U
m Z
Z

Z
∪

∗
 To do this, X  uses an injective map from 

( )
Xmn

X
U

m ,Z
Z

Z
∪

∗
 to ( )

Ymn
Y

U
m ,Z
Z

Z
∪

∗
 that is agreed in advance with 

Y  and so known by .Y  Then X  applies the transformation 

( ) ( )⋯⋯֏⋯⋯ ,,,,,,,, 2121
YYY CCC

bbbbbb
kk  and transmits the message. 
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To decrypt the message sent by YX ,  proceeds as follows: he first 

applies the transformation ( ) ( )⋯⋯֏⋯⋯ ,,,,,,,, 2121
YYY ddd

ffffff
kk  

which can be done only by him; he then obtains a message composed of 

elements of ( )
Ymn

Y
U

m ,Z
Z

Z
∪

∗
 which he reinterprets as a message 

composed of a sequence of elements ( )⋯⋯ ,,,, 21 kggg  in ( )∗
Z

Z

Xm
 

., XmnU Z∪  He then applies the transformation ( ) ֏⋯⋯ ,,,, 21 kggg  

( ).,,,, 21 ⋯⋯ XXX ccc
ggg
k

 

If this message has not been transmitted by X  but by an another 

person using an another key of encrypting, then the result will be 

incomprehensible. 

5. Conclusion 

In this note, we have reviewed the modal valent-Θ  mathematical 

notions useful for our goal: Θm  Fermat-Euler’s theorem; Formal Θm  

Euler’s function; Formal Θm  exponentiation; Θm  congruence. Then we 

have from these modal valent-Θ  mathematical concepts defined the RSA 

encryption, decryption and signature. We have also propose a practical 

application. 
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