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Abstract 

In this note, we plan to define a notion of modal valent-Θ  steganographic 
protocols and then give some examples. 
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1. Introduction 

The Θm  (modal )valent-Θ  chrysippian ring [2] is defined as an 

algebraic model of a non-classical logic named the Θm  chrysippian logic 
which is a modal valent-Θ  chrysippian extension of the boolean logic. 

The modal valent-Θ  chrysippian logic admits states of truth other than 

true and false. From the Θm  chrysippian rings, the notion of Θm  sets, of 
Θm  algebraic structures are defined and studied in [2]. The modal 
sets-Θ  are a class of sets richer than the classical or boolean sets on the 

logical and overall levels. From finite Θm  sets and Θm  algebraic 
strutures, the notions of Θm  codes and Θm  linear codes are define in    
[3, 4, 5, 7, 8, 9, 10, 11]. With the Θm  codes one can mathematically 
stipulate that an error that occured during the transmission of an Θm  
information is slow, medium or deep. Information plays a vital role in our 
daily life. Since the rise of the Internet one of the most important factors 
of information technology and communication has been the security of 
information. So many different methods have been developed to encrypt 
and decrypt data in order to keep the message secret. Among those 
methods, Steganography or “covered writing” [13] is a technique of hiding 
information in digital media in such a way that no one apart from the 
intended recipient knows the existence of the information. 
Steganography is one such pro-security innovation in which secret data is 
embedded in a cover [14]. The notion of data hiding or steganography was 
first introduced with the example of prisoners’ secret message by 
Simmons in 1983 [15]. There exist two types of materials in 
steganography: message and carrier. Message is the secret data that 
should be hidden and carrier is the material that takes the message in it 
[16]. A steganography system is a quintuple ( ),,,,, KK EDKMC=P  

where C  is the set of all covers used in communication, M  is the set of 
all secret messages that need to be transported using the covers, K  the 
set of secret keys ,: CKMCEK →××  and MKCDK →×:  two 
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functions, the embedding and the extraction functions, respectively such 
that ( )( ) .,,, mmcED KK == kk  In this note, we intend to introduce the 

notion of modal valent-Θ  steganography system as a quintuple 

( ),,,,,
ΘΘΘΘΘΘ = KK EDKMCP  where ,, ΘΘ MC  and ΘK  are modal 

Θ
Θ KDsets,-  and 

ΘKE  are respectively, the modal valent-Θ  embedding 

function and the modal valent-Θ  extraction function, in the hope that 

this approach would logically and algebraically improves the classical 
view of steganography as presented in [1]. The rest of the paper is 
structured as follows: In Section 2, we recall the notions of Θm  set and 
Θm  algebraic structures. In Section 3, we define the notion of Θm  

steganographic protocols with some examples. The Θm  codes and pseudo 
Θm  codes defined by Θm  steganographic protocols are defined in 

Section 4. In Section 5, we defined the Θm  linear steganographic 
protocols using Θm  codes. 

2. The Θm  Algebraic Structures [2] 

2.1. The Θm  sets 

Θm  sets are considered to be non-classical sets which are compatible 
with a non-classical logic called the chrysippian Θm  logic. 

Definition 2.1. Let E  be a non-empty set, I be a chain whose first 
and last elements are 0 and 1, respectively, ( ) ,

∗∈αα IF  where { }0\II =∗  

be a family of applications from E  to .E  An smΘ  is the pair 
( ( ) )

∗∈αα IFE,  simply denoted by ( )αFE,  satisfying the following four 

axioms: 

• ( ) ( ){ } ;: ο/=/∈= α
∈α

α
α ∗

ExxFEF
I
II  

• ,, ∗∈βα∀ I  if ,β=/α  then ;βα =/ FF  
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• ;,, ββα∗ =∈βα∀ FFFI o  

• ,, Eyx ∈∀  if ( ) ( ),, yFxFI αα∗ =∈α∀  then .yx =  

Theorem 2.1 (The theorem of Θm  determination). Let ( )αFE,  be an 
.smΘ  

yxEyx =∈∀ ,,  if and only if ( ) ( )., yFxFI αα∗ =∈α∀  

Proof. [2]. 

Definition 2.2. Let ( ) ( )., EFFEC
I α

∈α
α

∗
= I  We call ( )αFEC ,  the 

set of Θm  invariant elements of the ( )., αΘ FEsm  

Proposition 2.1. Let ( )αFE,  be an .smΘ  The following properties 

are equivalent: 

(1) ( );EFx
I α

∈α ∗
∈ I  

(2) ( ) ;, xxFI =∈α∀ α∗  

(3) ( ) ( );,, xFxFI βα∗ =∈βα∀  

(4) ( )., xFxI µ∗ =∈µ∃  

Proof. [2]. 

Definition 2.3. Let ( )αFE,  and ( )α′′ FE ,  be two .smΘ  Let X  be a 

non-empty set. We shall call 

(1) ( )α′′ FE  a modal valent-Θ  subset of ( )αFE,  if the structure of 

( )α′′Θ FEsm ,  is the restriction to E ’ of the structure of the ( ),, αΘ FEsm  

this means: 

• ;EE ⊆′  

• .,:
E

FFI
′αα∗ =′∈αα∀  
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(2) X a modal valent-Θ  subset of ( )αFE,  if: 

• ;EX ⊆  

• ( )
X

FX α′,  is an smΘ  which is a modal valent-Θ  subset of ( )., αFE  

In all what follows we shall write xFα  for ( ) EFxF αα ,  for ( ),EFα  etc. 

Proposition 2.2. Let ( )αFE,  be an smΘ  and ,E  be a non-empty set 

such that .EE ⊆′  Let us suppose that 
E

FFI
′αα∗ =′∈α∀ ,  and  

( ) ( )., EFFE
I

′′=′′ α
∈α

α
∗

IC  

Then the following axioms are equivalent: 

  ( )α′′ FE  is an ;Θem  

  ( ) ,o, /=/′′ αFEC  

− ,∗∈α∀ I  if ,Ex ′∈  then .ExF ′∈′α  

− If ,β=/α  then .βα ′=/′ FF  

Proof. [2]. 

Theorem 2.2 (Product of Θm  sets). Let ( )αFE,  and ( )α′′ FE ,  be two 

Θm  sets. Let us set ( ) ( ) ( )αααα ′×′×=′′× FFEEFEFE ,,,  such that 

αα ′× FF  is defined as follows: 

( ) EEEEFFFFI ′×→′×′=′×∈α∀ αααα∗ :,,  

( ) ( ) ( )yFxFyxFFyx αααα ′=′× ,,, a  

( )αα ′×′× FFEE ,  is the structure of smΘ  on .EE ′×  

Proof. [2]. 

Definition 2.4. The product of ( )αFE,  by ( ),, α′′ FE  is the smΘ  

denoted ( )αα ′×′× FFEE ,  and defined as above. 
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2.1.1. Application or map between Θm  sets 

Let ( )αFE,  and ( )α′FE,  be two Θm  sets having the same valence 

.Θ  We call a modal Θm  morphism from ( )αFE,  into ( ),,,
α′FE  every 

application EEf ′→:  such that for every ,∗∈α I  

.fFFf oo αα ′=  If f is bijective, then f is called an Θm  isomorphism. 

2.1.2. Some examples of Θm  sets 

For ,∗∈ Nn  we define the closed chain 

{ }

{ }





≥−=

=
=

− .3if,1,,1,0

,2,2,1,0

1 nn

n
I

n KN
 

(1) The Θm  set ( )αFn ,, ZZ   

We define { }0\II =∈α∀ ∗  

ZZ →α :F  

( )

( ) ( ) ( )





−≤≤+=∈α+=

∈=

α

α

11forif,

if,

nrrpnxnxrpnxF

nxxxF
x

ZZ

Z

\
a  

( )αF,Z  is a smΘ  such that ( ) ., ZZ nFC =α  

(2) The ( )αFsm n ′Θ ,, ZZ Z   

Let us set ( ) ,
∗∈αα+= In rpx Z  where ( ,, prpnxnx +=∈ ZZ\  

)11, −≤≤∈ nrr Z  







≥

==
∈

− .3if,

,3or2if,

1

2

n

nn
x

n
n

Z

Z
Z  

Let us set ( )( ){ }.mod0: nxxnn ≡¬= ZZ ZZ U  
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We define for all ∗∈α I  

ZZ ZZ nnF →′α :  

(

)











−≤≤∈+

=∈=α+=

∈=

α

α

11,:

,if,

,if,

2122

121

nbbbb

nbbnbbabbaF

aaaF

a n

Z

ZZ

Z

Z \a  

( )α′Fn ,ZZ  is an smΘ  such that ( ) ., ZZ Z =′αFC n  

• Consider ( )αF,2ZZ  

{ }KU ,7,5,3,1 22222 ZZZZZ ZZ =  

( ) { } ( ) 2
2,12 2,11.01 ZZ ∈=α+= ∈α  

( ) { } ( ) 2
2,12 3,21.13 Z∈=α+= ∈αZ  

( ) { } ( ) 2
2,12 4,31.25 ZZ ∈=α+= ∈α  

( ) { } ( ) 2
2,12 5,41.37 ZZ ∈=α+= ∈α  

M  

ZZZ == 21 FF  

21.201;11.101 2221 =+==+= ZZ FF  

 .33;23 2221 == ZZ FF  
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Proposition 2.3. Let ( )αF,Z  and ( )α′FZn ,Z  be the Θm  sets defined 

as above.  

Let us define Znspec  as follows: 

( )( )





≡¬

=
→

.mod0,

,,
:

nxifx

npxifp
x

spec

n

nn

Z

ZZ ZZ

a
 

Thus, Znspec  is an Θm  bijective map from ( )αF,Z  into ( )., α′FnZZ  

Proof. [2]. 

(3) The ( )αFsm n ′Θ ,, NZ Z   

Let us set ( ) ,
∗∈αα+= In rpx Z  where ( ,, prpnxnx +=∈ ZN\  

)11, −≤≤∈ nrr Z  







≥

==
∈

− .3if,

,32if,

1

2

n

norn
x

n
n

N

N
Z  

Let us set ( )( ){ }.mod0: nxxnn ≡¬= ZZ NN U   

We define for all ∗∈α I  

ZZ NN nnF →′α :  

( )











−≤≤∈+=

∈=α+=

∈=

α

α

,11,:

,if,

,if,

21221

21

nbbbbnbb

nbbabbaF

aaaF

a n

N

ZN

N

Z \a  

( )α′Fn ,ZN  is an smΘ  such that ( ) NN Z =′αFC n ,  
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• Consider ( )αF,2ZN  

{ }KU ,7,5,3,1 22222 ZZZZZ NN =  

 ( ) { } ( ) 2
2,12 2,11.01 NZ ∈=α+= ∈α  

 ( ) { } ( ) 2
2,12 3,21.13 NZ ∈=α+= ∈α  

 ( ) { } ( ) 2
2,12 4,31.25 NZ ∈=α+= ∈α  

 ( ) { } ( ) 2
2,12 5,41.37 NZ ∈=α+= ∈α  

 M  

NNN == 21 FF  

21.201;11.101 2221 =+==+= ZZ FF  

 .33;23 2221 == ZZ FF  

2.2. The Θm  algebraics structures [2] 

2.2.1. Algebraic structure of ( )αF,n ′ZZ  

Let N∈n  such that .2≥n  Let us recall that if .ZZna ∈  We define 

the Θm  support of a denoted ( )as  as follows: 

( )
( )( )





≡=

∈
=

.mod0withif,

,if,

nxxax

aa
as

nZ

Z
 

Thus ( ) .Z∈as  
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Let ⊥  be a binary law on ,Z  i.e., .,, ZZ ∈⊥∈∀ baba  Let 

., ZZnyx ∈  We define a binary ∗⊥  on ZZn  as follows: 

( ) ( )
( ( ) ( )) ( )

( ( ) ( ))








⊥







≡⊥

∈
⊥

=⊥
∗

∗

∗
∗

otherwise.,
otherwise.mod0

,,
if,

Z

Z

nysxs
nysxs

yx
ysxs

yx  

∗⊥  as defined above on ZZn  will be called an Θm  law on ZZn  for 

., ZZnyx ∈   

Thus we can define ZZnyx ∈+  and ZZnyx ∈×  for every 

,, ZZnyx ∈  where +  and ×  are Θm  addition and Θm  multiplication, 

respectively. 

Remark 2.1. In ZZn  although the Θm  addition and the Θm  

multiplication are commutative, they are not associative. The Θm  
multiplication is not distributive over the Θm  addition. 

The Θm  law ∗⊥  on ZZn  however, is Θm  associative, i.e., ,, ZZ nn yx∀  

ZZ Znnz ∈  we have 

( )
( ) (( ) ) ( )

(( ) )





⊥⊥

≡⊥⊥⊥⊥
=⊥⊥

∗∗

∗∗∗∗
∗∗

otherwise,,

,mod0if,

Z
ZZZ

n

nnn
zyx

nzyxzyx
zyx  

( )
( ) (( ) ) ( )

( ( ))





⊥⊥

≡⊥⊥⊥⊥
=⊥⊥

∗∗

∗∗∗∗
∗∗

otherwise.,

,mod0if,

Z
ZZZ

Z n

nnn
zyx

nzyxzyx
zyx  

In the meaning of the Θm  law ∗⊥  defined on ,ZZn  we have 

( ) ( ).ZZZZZZ nnnnnn zyxzyx ∗∗∗∗ ⊥⊥=⊥⊥  
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We also define the Θm  distributivity of the Θm  multiplication over 
the Θm  addition ZZZZ ∈∀ nnn zyx ,,  

( )
( ) ( ( )) ( )

( ( ))





+×

≡+×+×
=+×

otherwise

mod0if,

Z
ZZZ

n
nnn

zyx

nzyxzyx
zyx  

 
( ) ( ) (( ) ( )) ( )

(( ) ( ))





×+×

≡×+××+×
=

otherwise

mod0if,

Znzxyx

nzxyxzxyx
 

 .ZZZZ nnnn zxyx ×+×=  

When we restrict Θm  laws on ( )α′= FC n ,ZZZ  we have (classical) of ,Z  

respectively. 

2.2.2. The Θm  congruences of ( )αF,n ′ZZ  

Let ∗∈ Np  and let pρ  be defined on ZZn  as follows: 

( ).mod,,, pyFxFIyxyx pn αα∗ ′=′∈α∀⇔ρ∈∀ ZZ  

Proposition 2.4. pρ  defined on ZZn  as above is an equivalence 

relation on ZZn  which is compatible with the structure of smΘ  

( )., α′FnZZ  

Proof. [2]. 

Notation 2.1. We shall denote yx pρ  by ( ).ZZnpyx ≡  

Definition 2.5. If ,np ≥  we define the Θm  quotient of ( )α′Fn ,ZZ  

modulo ( )ZZnp  as follows: .;






 ∈= Z

ZZ
Z ZZZ

Z
n

nn
n xp

x
p  
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Proposition 2.5. ( )α′Fn ,ZZ  is the smΘ  of Θm  relative integers. 

.

:
,

ZZZZ

Z
Z

Z
Z

Z

ZZZ

Z
Z

Z
Z

Z

p
xF

p
x

p
F

p
x

ppp
F

I

nnn

n
n

n
n

n
αα

α

∗ ′
=






′

→
′

∈α∀
a

 

Then 





 ′α

ZZ
Z

ZZ
Z

nn
n

p
F

p ,  is an smΘ  if and only if .1−≥ np  

Proof. [2]. 

Lemma 2.1. According to the Proposition 2.5 above, the following 
axioms are equivalent: 

(1) .1−≥ np  

(2) ,, ∗∈βα∀ I  if β=/α  then .
ZZ ZZ nn p

F
p

F βα ′
=/

′  

Proof. [2]. 

Proposition 2.6. ZZnyx ∈∀ ,  

(1) If Z∈x  and ( ),ZZnpyx ≡  then .Z∈y  

(2) If Z∈/x  and ( ),ZZnpyx ≡  then .Z∈/y  

Proof. [2]. 

Proposition 2.7. If ,, ZZnyx ∈  the following axioms are equivalent: 

(1) ( )ZZnpyx ≡  

(2) 
( ) ( )

( ) ( ) ( ) ( )





∈/∈/≡

∈∈≡

.mod

,mod

ZZ

ZZ

ythereforexifnpysxs

ythereforexifpyx
 

Proof. [2]. 
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Definition 2.6. We shall call: 

(1) The Θm  congruence in ( ),, α′FnZZ  the Θm  equivalence relation 

denoted ∗∈ρ Npp ,  and defined as above. 

(2) An Θm  integer modulo p (a residual Θm  class modulo p), the 

class of equivalence modulo ZZnp  of every ZZnx ∈  and denoted .
ZZnp

x  

(3) The set of Θm  integers modulo p, the .; 





 ′

Θ α

ZZ
Z

ZZ
Z

nn
n

p
F

psm  

(4) The set of integers modulo p, the set: .; Z
Z

ZZ
Z

ZZ
Z

pp
F

pC
nn

n =





 ′α  

(5) The α-modality of ,
ZZnp

x  the integer modulo p defined as follows: 

., Z
Z

ZZZ ZZ pp
xF

p
x

p
FI

nn
∈

′
=






′

∈α∀ αα
∗  

In all what follows, we write αF  for .
ZZnp

Fα′  

2.2.3. The Algebra of 







αF,p n
n

Z
Z

Z
Z  [2] 

Let us recall that Z∈∀ yx,  and for any binary law ∗⊥  on 

( ),, α′FnZZ  we have .ZZnyx ∈⊥∗  The aim is to define a binary law on 









αFp n
n ,
Z
Z

Z
Z  denoted by ∗⊥  such that 

Z
Z

ZZ Z
Z

ZZ n
n

pn pp
y

p
x ∈⊥∗  as done 

in .Z
Z
p  
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(1) The Θm  compatibility of ( )αF,n ′ZZ  with pρ   

We require that ( ),,2:, α′≤≤∈ Fpnpn nZZZ  is a structure of 

smΘ  of Θm  relative integers, 

( ).mod,,, pyFxFIyxyx pn αα∗ ≡∈α∀⇔ρ∈∀ ZZ  

Let us recall that if ZZ npn yx ρ  we write ( ).ZZZ Znnn pyx ≡  

Observation 2.1. If ,10:, −≤≤+=∈ nrrqnxx Z  we have 

;00, rpnrnrp
r

p
x

p
x
n

+××=+×=== ZZZ Z
 therefore ( )prr mod≡  

and ( ).mod nprr ≡  

Hence, if ,10: −≤≤+= mrrqnx  then ( ).mod nrx ≤  

However, ( ) ( );mod0mod pqnprx ≡⇔≡  therefore the following 

definition: 

According to the problem of the Θm  compatibility of ( )α′Fn ,ZZ  with 

,ZZnp  we call Θm  representative of ,, Z
Z

ZZ n
n

ap
a ∈  every ZZnb ∈  

satisfying following conditions: 

(1) If Z∈a  (therefore )Z∈b  and ( ).mod npab ≡  

(2) Otherwise ,Z∈/a  i.e., ( )( ),mod0: nxxa n ≡= Z  and therefore 

( )( )nyb n mod0: ≡= ZZ  and ( ).mod npxy ≡  

Notation 2.2. We denote the set of Θm  representatives of 
ZZnp

a  by 

.
ZZnp

arm  
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Example 2.1. In ,2ZZ  we have: 

41 3ρ  and ZZ 232 93 ρ  but ZZ ∈=+ 431 2  and .1394 22 ZZZ ∈/=+     

Thus (( ) ( )).9431 232 ZZ +ρ+  

Similarly, ZZZ ∈/=× 22 331  and ZZ ∈=× 3694 2  and so 

(( ) ( )).9431 232 ZZ +ρ×  

Remark 2.2. From example it can be seen that the Θm  addition and 
the Θm  multiplication of ( )αFn ,ZZ  are not compatible with .ZZnp  

As a result, we have no hope to get a passage to the quotient modulo 

pρ  for the structure of the ( )×+Θ α ,,,ring Fm nZZ  as in the classical case. 

However, when restricted to Θm  representatives, +  and ×  are 
compatible with ZZnp  and so we can say that +  and ×  are Θm  

compatible with .ZZnp  

Definition 2.7. ,, ZZnba ∈∀  we define + and ×  in 
Z
Z

Z
Z

n
n

p  as follows: 

ZZZ ZZZ nnn p
yx

p
b

p
a +=+  and ,,

ZZZZ ZZZZ nnnn p
armxp

yx
p

b
p

a ∈∀×=×  

yxp
brmy
n

+∈∀ .
ZZ  and yx ×  are elements of .ZZn  

Theorem 2.3. 





 ×+′α ,,, Fp n

n
Z
Z

Z
Z  is a Θm  ring of unity Zp

1  and of 

Θm  unity .1
Z

Z
Zn
n

p  

Proof. [2]. 
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Definition 2.8. (1) We call the Θm  ring of Θm  residual classes 
modulo p the Θm  ring of Theorem 2.3 above. 

(2) With conditions Z
Z

ZZN n
n

xp
xppn ∈∈≤≤ ,,:2  is said to be 

Θm  inversible in ,
Z
Z

Z
Z

n
n

p  if and only if ZZny ∈∃  such that 

.1
Z

Z
ZZ ZZZ n

n
nn pp

y
p

x =×  

Corollary 2.1. If 





 ′αFp n

n ,
Z
Z

Z
Z  is an Θm  field, then p is prime. 

Proof. [2]. 

Definition 2.9. 
ZZnp

x  is a divisor of zero in 





 ′αFp n

n ,
Z
Z

Z
Z  if there 

exists a ZZny ∈  such that .0=×
ZZ ZZ nn p

y
p

x  

(2) Some Examples of the Θm  ring 





 ′αFp n

n ,
Z
Z

Z
Z   

(1) If 2=n  and ,1=p  we have { }.0,
2
2 =

′








αF
Z
Z

Z
Z  

(2) If ,2== pn  we have .2
3,2

1,2
1,0,2 2

2
2

2
22

2






=

′








α
Z
Z

Z
Z

ZZ
Z

ZZZZ
Z F  

(i) The table of Θm  determination of the ( )
== α

Z
Z

Z Z
ZF

2
2

2 2
, F  







 ′αF,2 2

2
Z
Z

Z
Z  

1010

0110

3110

1

0

222

F

F

Z ZZF
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(ii) Tables laws of ( ) .,22
,

2
2

2
2

2 





 ′== α

α FF
Z
Z

Z
Z

Z Z
Z

Z
ZF  We shall write 

ZZ2∈a  to represent 
ZZ22

a  in all what follows. For example, we shall 

write Z21  to represent 
Z
Z

Z2
2

2
1  as done in the classical ring Z

Z
2  where we 

represent Z2
1  by 1. 

.

13303

31101

31101

00000

3110

00033

00011

00011

31100

3110

2222

2222

22

22

22

22

22

22

ZZZZ

ZZZZ

ZZ

ZZ

ZZ

ZZ

ZZ

ZZ ×+

 

Observation 2.2. 





 ′= αF,2 2

2
2

Z
Z

Z Z
ZF  has no divisor of zero, is an 

m3 ring from four elements, that is not a field. 

2.2.4. Algebraic study of ( )nn
p F, α′ZF   

In all what follows, ,pn =  a prime integer. 

Given: ,2;,, ppn ≤∈ ∗Nk  prime and ,n≤k  we set Z
ZF pp =  and 

n
n
p

n
n

p pp 




== Z
ZFZ

ZF
Z
Z

Z ;  and .
n

n
nn

p p 





=

Z
Z

Z Z
ZF   
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Observation 2.3. (1) ZFF pp ⊆  and .n
p

n
p ZFF ⊆   

Doted with their respective structure of Θm  sets, ( )α′Fp ,ZF  and 

( )nn
p Fα′,ZF  are Θm  sets having for subsets of Θm  invariants pF  and 

,n
pF  respectively. That is, ( )α′= FC pp ,ZFF  and ( ),, nn

p
n
p FC α′= ZFF  

respectively. 

(2) n
pF  is a vector-pF  space of dimension n. 

(3) Let ( ):,,, 1 n
n
p aaaa K=∈ ZF  

{ } ZFpiani ∈∈∀ ,,,1 K  

piaFI F∈′∈α∀ α∗,  and so ( ) .,,1
n
pn

n aFaFaF F∈′′=′ ααα K  

Definition 2.10. Let ( )α′Fp ,ZF  be the Θm  field of 2p  elements and 

of characteristic p. ( )nn
p Fα′,ZF  the smΘ  product of ( )., α′FpZF  Let 

.;, ZZ FF p
n
pyx ∈λ∈  If ( )nxxx ,,1 K=  and ( ),,,1 nyyy K=  then we 

define yx +  and xλ  as follows: 

( ) { } .,,,1:,,11 ZFpiinn yxniyxyxyx ∈+∈∀++=+ KK  

( ) { } yxxnixxx pin +∈λ∈∀λλ=λ .,,,1:,,1 ZFKK  and xλ  are elements 

of .n
pZF  

Definition 2.11. We call: 

(1) A modal valent-Θ  monoid, every ( )αΘ FAsm ,  that is provided of 

a law of internal composition which is modal valent-Θ  associative. The 

modal valent-Θ  monoid is said modal valent-Θ  unitary if it possesses a 

modal valent-Θ  unity. 



ON MODAL Θ-VALENT STEGANOGRAPHIC PROTOCOLS 23

(2) A modal valent-Θ  group ( )gmΘ  every modal valent-Θ  monoid 

modal valent-Θ  unitary in which every element admits at least a modal 

valent-Θ  inverse. 

(3) A modal valent-Θ  ring ( )rmΘ  every ( )αΘ FAsm ,  which is 

additive and multiplicative modal valent-Θ  monoid. The modal valent-Θ  

laws + and ×  are linked by the modal valent-Θ  distributivity. 

(4) A modal valent-Θ  field ( )fmΘ  every ( )αΘ FArm ,  such that every 

element 0=/a  of A admits at least a modal valent-Θ  ( )Θm  inverse for 

the Θm  multiplication. 

Example 2.2. ( )×+α ,,, FnZZ  is a ,rmΘ  with as .1unity ZnmΘ  

Modal valent-Θ  elements ,1;1;1 ZZ nn −  respectively admit as Θm  

inverse .1;1;1 ZZZ nnn −  

,1;1 ZZ nn −  respectively admit as Θm  inverse .1;1;1 ZZZ nnn −  

2.2.5. The Θm  Hamming distance [3] 

Let ( )αFA,  be a finite Θm  set and ( )nn FA α,  be the Θm  product 

set. Let Hd  be the classical hamming distance. ,∗∈α IA  we define 
αHd  

on nn AA ×  as follows: 

( ) ( )yFxFdyxd nn
HH αα=

α
,,  

 { }{ }niyFxFiCard ii ,,2,1,: K∈∀=/= αα  

αHd  is not a distance on ( )nn FA α,  but it is the Hamming α-distance on 

( )., nn FAC α  
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Definition 2.12. The Θm  distance 
ΘHd  on nn AA ×  is defined by 

( )
( ) ( )

( )







 ∈

=∈∀
α

∗

Θ ∑
∈α

α

.otherwise,,

,,if,,
,,,

yxd

FACyxyxd
yxdAyx

H
I

nn
H

H
n  

3. Modal Valent-Θ  Steganographic Protocols 

Definition 3.1. Let ∗∈ Nk,n  such that .n≤k  Let ( )αFA,  be a 

finite Θm  sets. Let ( )nn FA α,  and ( )kk
αFA ,  be the Θm  sets product of 

the Θm  set ( )., αFA  Let Θe  and Θr  be the Θm  maps defined as follows: 

( ) ( ) ( )nnnn FAFAFAe αααΘ →−× ,,,: kk  

( ) ( ).,,: kk
ααΘ →− FAFAr nn  

If for every ( ) ( ) ,,,, ssxerAAsx n =×∈ ΘΘ ok  then Θe  and Θr  are, 

respectively called Θm  embedding and Θm  extraction functions. 

Remark 3.1. Let x and s be elements of ( )nn FA α,  and ( )., kk
αFA  

(1) If ( )nn FACx α∈ ,  and ( ),, kk
α∈ FACs  then  

( )( ) ( )( )sxexdsxexd HH ,,,, ΘΘ =
Θ

 

{ ( )( ) )}.,,,,max n
H AxAssxexd ∈∈≤ Θ

k  

(2) If not, then 

( )( ) ( )( )sxexdsxexd H
I

H ,,,, Θ
∈α

Θ α
∗

Θ ∑=  

( ( )( ))sxeFxFd n
H

I
,, Θαα

∈α
∑

∗

= k  

( ) { ( ( )( )) }.,,,,max kk AsAxsxeFxFdIcard nn
H ∈∈≤ Θαα∗  
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Therefore  

{ ( )( )} ( ) ( )

( ) { ( ( ))}



 ∈∈

=ρ

Θαα∗

αα
Θ

Θ
.notif,,max

,and,if,,max

sxeFxFdIcard

FACxFACssxexd

n
H

nn
H nAA

k

kk
k

 

Definition 3.2. Θρ  defined as above is called the Θm  covering 

radius. 

Definition 3.3. Let ,, kn  and Θρ  be three positive integers such that 

.n≤k  Let ( )αFA,  be a finite Θm  set. We call an Θm  steganographic 

protocol denoted Θσ  over a finite ( )nn FAm αΘ ,  set to hide Θm  message 

of length k  (secret Θm  words) in Θm  words of length n (cover Θm  
words) by modifying at most Θρ  α-coordinate ( Θm  covering radius) is a 

pair of Θm  maps ( )ΘΘΘ
=∑ re ,  satisfying: 

( ) ( ),,,: nnnn FAFFAAe αααΘ →−×× kk  

( ) ( ).,,: kk
ααΘ →− FAFAr nn  

( ) ( )( ) ssxerAAsx n =×∈∀ ΘΘ ,,, k  

( ) ( )( ) ,,,,, ΘΘ ρ≤×∈∀
Θ

sxexdAAsx H
n k  

,, kn  and Θρ  are the parameters of the Θm  steganographic protocol 

.∑Θ
 

Example 3.1. Let s and x be the secret Θm  word to hide and the 
cover Θm  word, respectively. We may suppose that those two words are 
sequences of symbols of a finite Θm  alphabet ( )., αFA  Let be 

( )ksss ,,1 K=  and ( ) kAsxxx n ∈= ,,,1 K  and .nAx ∈  Let us 

consider the two followings Θm  map: 



JEAN ARMAND TSIMI et al.  26

( ) ( )nnnn FAFFAAe αααΘ →×× ,,: kk  and ( ) ( )kk
ααΘ → FAFAr nn ,,:  

defined by: (( ) ( )) ( )kk sssxxssxxxe nKn KKKK ,,,,,,,,,,, 211121 −Θ =  

and ( ) ( ) Θ+−+−Θ = exxxxxr nnnn ,,,,,, 211 KK kk  and Θr  are Θm  maps. 

Let ,∗∈ Ia  

( ) ( )( ) ( )kkk sssxxxFssxxeF n
n

n
n ,,,,,,,,,,,, 212111 KKKKo −αΘα =  

( )kk sFsFsFxFxFxF n ααα−ααα= ,,,,,,, 2121 KK  

(( ) ( ))ksFsFsFxFxFe n αααααΘ= ,,,,,, 211 KK  

( ( ) ( ))kk ssFxxFe n
n ,,,,, 11 KK ααΘ=  

( ) (( ) ( )).,,,,,, 11 k
k ssxxFFe n

n KKo ααΘ=  

Thus, ( ).,, k
ααΘΘα∗ =∈α∀ FFeeFI nn oo  

Let ,∗∈α I  

( ) ( )nnnn
n xxxFxxrF ,,,,, 211 KKo +−+−αΘα = kk

k  

 ( )α+−α+−α= FxFxF nn ,,, 21 Kkk  

 ( ).,,1 n
n xxFr Ko αΘ=  

Then ( )ΘΘ re ,  is a ( ( { ( ( )( ))})) ΘΘαα∗ α
msxeFxFdIcardn nn

H ,,max,, k  

steganographic over ( )., αFA  

( ) kAAsx n ×∈∀ ,  

( ) ( ) sssssssxxxr n ==−Θ kkk KKK ,,,,,,,, 212121  

( )( ) .,, ΘΘ ρ≤
Θ

sxexdH  
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3.1. The Θm  steganographic protocol Z2
5F  

The Θm  protocol Z2
5F  over the Θm  field Z2F  permits to Θm  hide 

messages of length k  ( Θm  secret words) in Θm  words ( Θm  cover 

words) of length 12 −= kn  by changing more than one of them (i.e., Θm  

protocol of type ( )).1,,12 kk −  Let 2mF kα  be the binary expression of m 

with k  Θm  bits (so can consider that 2m  is in ).2
k
ZF  Conversely, for 

,,2 ∗∈α∀∈ Iz k
ZF  let 10zF kα  be the integer which has zkαF  as binary 

expression, then ( ) .121 10 −≤≤ α
kk zF  Finally, let ie  be the i-th Θm  

vector of the Θm  canonical basis of ( ).0,00; 0
12

2 ==− e
k
ZF  

Proposition 3.1. The maps ,, 22 ZZ eγ  and Z2r  define as follows: 

(i) ( )α− ′→×γ F,: 22
12

22 ZZZZ NFF kk
 

 ( ) ( ( ) ( ) ) ;, 102
12

1 ∗∈αα
−

=α ∑+ Iii
ixFsFsx

k
ka   

(ii) 12
22

12
22 : −− →×

kk k
ZZZZ FFFe  

( ) ( ( ) ( )( ) ) ;, ,
12

2 ∗α ∈αγ′
−

α + IsxFexFsx Z
k

a   

(iii) kk
ZZZ FF 2

12
22 : →−r  

( ( ) )
∗∈αα

−

=∑ Iii
ixFx 2

12

1

k

a   

are .Θm  
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Proof. (i) Let ( ) ( ) kk
ZZ FF 2

12
2,,, ×∈ −tysx  let us suppose that ( ) =sx,  

( )ty,  (i.e., yx =  and )ts =  and let show that ( ) ( ).,, 22 tysx ZZ γ=γ  

( ) ( )







∈α∀=

∈α∀=
⇒=

∗αα

∗
−

α
−

α

,

,
,,

1212

ItFsF

IyFxF
tysx

kk

kk

 

,∗∈α∀ I  

2
12

12
12

1
iyFtFixFsF iiii α

−

=αα
−

=α ∑∑ +=+
kk

kk  

102
12

1102
12

1
iyFtFixFsF iiii α

−

=αα
−

=α ∑∑ +=+⇒
kk

kk  

( ) ( )
∗∗ ∈αα

−

=α∈αα
−

=α ∑∑ +=+⇒ IiiIii
iyFtFixFsF 102

12

1102
12

1

kk
kk  

( ) ( ).,, 22 tysx ZZ γ=γ⇒  

Therefore the map Z2γ  is define well. 

− Let us verify Z2γ  is Θm  map. 

Let ( ) ( ) ,,,, 2
12

2
kk
ZZ FF ×∈ −tysx  

,∗∈α∀ I  

( ) ( ) ( )sFxFsxFF kk kk
α

−
αα

−
α γ=γ ,,, 12

2
12

2 ZZ o  

( ( ) (( ) ) )
∗∈α

−
αα

−

=αα >><+<= ∑ Iii
ixFFsFF 102

1212

1

kk
kk  

( ( ) )
∗∈α

−
α

−

=α >><+<= ∑ Iii
ixFsF 102

1212

1

kk
k  

( )
∗∈αα

−

=α >><+<= ∑ Iii
ixFsF 102

12

1

k
k  
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( ) ( )
∗∈αα

−

=ααα ∑+′=γ′ Iii
ixFsFFsxF 102

12

12 ,
k

k
Zo  

 ( ) .102
12

1 ∗∈αα
−

=α ∑+= Iii
ixFsF

k
k  

Therefore Z2γ  is an Θm  map. 

(ii) ( ) ( ) kk
ZZ FF 2

12
2,,, ×∈ −tysx  let us suppose that ( ) ( )tysx ,, =  (i.e., 

yx =  and )ts =  and let show that ( ) ( ).,, 22 tyesxe ZZ =  

( ) ( )








∈α∀=

∈α∀=
⇒=

∗αα

∗
−

α
−

α

ItFsF

IyFxF
tysx

kk

kk 1212
,,  

( ) ( )






γ=γ

∈α∀=
⇒









∈α∀=

∈α∀= ∗
−

α
−

α

∗αα

∗
−

α
−

α

tysx

IyFxF

ItFsF

IyFxF

,, 22

12121212

ZZ

kkkk

kk
 

( ) ( )







γ′=γ′

∈α∀=
⇒

αα

∗
−

α
−

α

tyFsxF

IyFxF

,, 22

1212

ZZ

kk

 

( ) ( )








=

∈α∀=
⇒

γ′γ′

∗
−

α
−

α

αα tyFsxF ee

IyFxF

,,

1212

22 ZZ

kk

 

( ) ( ) ∗γ′
−

αγ′
−

α ∈α∀+=+⇒
αα

IeyFexF tyFsxF ,
12

,
12

22 ZZ
kk

 

( ( ) ) ( ( ) ) ∗α∗α ∈αγ′
−

α∈αγ′
−

α +=+⇒ ItyFIsxF eyFexF ,
12

,
12

22 ZZ
kk

 

( ) ( ).,, 22 tyesxe ZZ =⇒  

Therefore Z2e  is define well. Let us verify Z2e  is an Θm  map. 
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Let ( ) kk
ZZ FF 2

12
2, →∈ −sx  

( ) ( ) ( )sFxFesxFFe kk kk
α

−
αα

−
α = ,,, 12

2
12

2 ZZ o  

 ( ( )
( )

)
∗

α
−

αα
∈α

γ′

−
α

−
α += IsFxFF

exFF
kk

kk

,
1212

12
2Z

 

 ( ( ) ) ∗α ∈αγ′
−

α += IsxFexF ,
12

2Z
k

 because Z2γ  is Θm  map. 

( ) ( ( ( ) ) ) ∗α ∈αγ′
−

ααα +′=′ IsxFexFFsxeF ,
12

2 2, ZZ
k

o  

 ( ( ( ) ) ) .,
12

2 ∗α ∈αγ′
−

α += IsxFexF Z
k

 

Therefore ( ) ., 2
12

2 ZZ eFFFe oo αα
−

α ′=kk
 

(iii) Let show that Z2r  is define well. 

Let us suppose that yx =  (i.e., )yFxF 1212 −
α

−
α =

kk
 and let show that 

.22 yrxr ZZ =  

Let ∗∈α I  

( ) ( ) ii yFxFyFxF αα
−

α
−

α =⇒= 1212 kk
 

 22 ><=><⇒ αα iyFixF ii  

 2
12

12
12

1
><=><⇒ α

−

=α
−

= ∑∑ iyFixF iiii

kk

 

 ( ) ( )
∗∗ ∈αα

−

=∈αα
−

=
><=><⇒ ∑∑ IiiIii

iyFixF 2
12

12
12

1

kk

 

 ( ) ( ).22 yx ZZ γ=γ⇒  

Therefore Z2r  is an Θm  map. 
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Let show that Z2r  is Θm  map. 

( ) ( )xFrxFr 12
2

12
2

−
α

−
α =

kk
ZZ o  

( (( ) ) )
∗∈α

−
αα

−

=
><= ∑ Iii

ixFF 2
1212

1

kk

 

( ( ) ) .2
12

1 ∗∈ααα
−

=
><= ∑ Iii

ixFF
k

 

Let ,12
2

−∈
k
ZFx  let .∗∈α I  

( )
∗∈αα

−

=
><= ∑ Iii

ixF 2
12

1

k

 

 ( ) (( ) )
∗∈αα

−

=αα ><′=′ ∑ Iii
ixFFsxrF 2

12

12 ,
k

Zo  

( ) .2
12

1 ∗∈αα
−

=
><= ∑ Iii

ixF
k

 

Therefore Z2r  is an Θm  map. 

 

Proposition 3.2. ( )ZZ 22 , re  define in the Proposition 3.1 above is an 

Θm  steganographic protocols. 

Proof. Let show that ( )ZZ 22 , re  is an Θm  steganographic protocol, 

i.e., let show that ( )( ) ,,22 ssxer =ZZ  for any k
ZF2∈s  and for any 

,12
2

−∈
k
ZFx  i.e., ( )( )( ) .,, 22 sFsxerFI kk

αα∗ =∈α∀ ZZ  
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(1) 

( )( )( ) ( ( ))sxeFrsxerF ,, 2
12

222 ZZZZ o−
αα =
kk  because Z2r  is an Θm  map 

 ( ( )) ( )sxFFer ,,12
22

kk
α

−
α= oZZ  because Z2e  is an Θm  

map 

 ( ( ))sFxFer kk
α

−
α= ,12

22 ZZ  

 ( ( ( ) ) ),,
12

2 2 sxFexFr ZZ γ′
−

α α
+=

k
 

we put 

( ( )) ( ) ( )sxFFsxFj ,,, 12
22

kk
α

−
αα γ=γ′= oZZ  

 ( )sFxF kk
α

−
αγ= ,12

2Z  

 ( ) (( ) ) 102
1212

1
>><+<= −

αα
−

=αα ∑ ixFFsFF ii

kk
kk  

 ( ) 102
12

1
>><+<= αα

−

=α ∑ ixFFsF ii

k
k  

 ( ) 102
12

1
>><+<= α

−

=α ∑ ixFsF ii

k
k  

 ( ) ( )∗><+=>< α
−

=α ∑ .2
12

12 ixFsFj
i

k
k  

(2)   

( ) ( )njj xFxFxFxFrexFr αααα
−

α +=+ ,,1,,, 21
12

2 KK
k

Z  

( ) ( ) ,1 22
12

,1
><++><= ααα

−

=/=∑ jxFixFF jijii

k

 

changing 2>< j  by 

( ) ( ) 22
12

,1
1 ><++><= αα

−

=/=∑ jxFixF jijii

k
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expression given in ( )∗  we obtain: 

( ) sFexFr j
kk
α

−
α =+12

2Z  so ( )( )( ) .,, 22 sFsxerFI kk
αα∗ =∈α∀ ZZ  

Therefore, ( )( ) .,22 ssxer =ZZ  Thus Z2
5F  is an Θm  steganographic 

protocol.   

Remark 3.2. 

• Insert an Θm  messages by Z2
5F  in an Θm  covering consists to 

change the Θm  coordinate number ( ).,2 sxZγ  

• Θm  extraction consists to add all Θm  products of each Θm  

component to the value of the Z2F  expression of the Θm  index, i.e., 

( ) .2
12

12 ><= α
−

=∑ ixFxr ii

k

Z  

Example 3.2. For ,3,7 == kn  how to insert ZZ 22 101=s  in 

.0100311 2222 ZZZZ=x   

,0000100,1100001,000,011 3
2

3
1

3
2

3
1 ==== xFxFsFsF  

i.e., how to calculate ( ).0100311,101 2222222 ZZZZZZZe  

( ) ( ( )ZZZZZZZZZ 22
3

12222222 101101,0100311 F<=γ  

( )ZZ 22
3
2102

7
1

7

1
101, FixF ii

<>><+ ∑ =
 

).102
7
2

7

1
>><+ ∑ =

ixF ii
 

Or  

( ) ( )0011011101 102
7

1
7

122
3

1 +<=>><+< ∑ =
ixFF iiZZ  

( ) ( ) ,711110101 10=>++  
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and 

( ) ( ) 51011000101 10102
7
2

7

122
3
2 =>+<=>><+< ∑ =

ixFF iiZZ  

( ) ( ) ( )( ) ( )( )( )sxFsxFsx ,;,5;7, 22212 ZZZ γ′γ′==γ  

( ) ( ( )( ) ( )( ) )sxFsxF exFexFsxe ,
7
2,

7
12 2221 ;, ZZZ γ′γ′ ++=  

( )( ) 1100000000000111000011100001 7,
7

1 21 =+=+=+ γ′ eexF sxF Z  

( )( ) 0000000000010000001000000100 5,
7
2 22 =+=+=+ γ′ eexF sxF Z  

( ) ( ) .00000110000000,1100000, 222 vsxe === ZZZ  

How to extract the Θm  message hidden s in the message 
?,0000011 22 ZZ=v  i.e., how to calculate ( ) .?0000011 222 ZZZr  By applying 

the second point of the previous remark we get that: 

( ) ( )22
7

121
7

12 , ><><= ∑∑ ==
iFivFvr

iiiZ  

( ) ( ( ) ( ) ( )) ( ) .101000;0110001;01010011 222 svr ===+= ZZZ  

4. Θm  Codes and Pseudo Θm  Codes Defined by an Θm  
Steganographic Protocol; Construction of an Θm   

Steganographic Protocol 

Let ( )nF CC α,  be an Θm  code of length n on an Θm  alphabet 

( ),, αFA  ( )nF CC α,  is an Θm  subset of ( )., nn FA α  Recall that an Θm  

correcting code of length n on an Θm  alphabet ( )αFA,  is an Θm  subset 

of ( ),, nn FA α  and the Θm  covering radius Θρ  of an Θm  correcting code 

satisfies ( ) ( ):,,,1
nn

n FAxxx α∈=∀ L  
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( ( )) ( )
( ) ( )

( )





 ∈
=

Θ

αΘ

∈

α
∈

α
notif;min

,if;min
,, ,

cxd

FACxcxd
Fxd

Hc

nn
H

FCcn
H

nAn

C

C
C CC  

( ) ( )
( ) ( )

{ }{ }









∈∀=/

∈==/

=
αα

∈α
∈

α
∈=

∑
∗

α

notif,,1,:min

,,,if:min 1
,,,1

ncFxFi

FACxxxcxi

iii
I

c

nn
nii

FCccc nAn
n

K

K
K

C

C C  

.Θρ≤  

Definition 4.1. An Θm  steganographic protocol ( )ΘΘ re ,  of length n 

is said to be proper if the Θm  embedding functions Θe  is such that: 

( )sxe ,Θ  is the nearest element to x belonging to ( ) { ( )nn FAysr α
−
Θ ∈= ,1  

( ) }.syr =Θ  

Proposition 4.1. If an Θm  steganographic protocol ( )ΘΘ re ,  is 

proper then the Θm  covering radius Θρ  is given by: 

{ ( ( ))} ( ) ( )

( ) { ( ( ( )))} ( )

( )












∈

∈

∈∈

=ρ

α

αα
−

α∗

αα
−
Θ

Θ

.,

,,max

,;,max

1

1

nnn

nn
H

nn
H

nA

A

nAA

FACAxor

FACAsifsFrxFdIcard

FACxandFACsifsrxd

\

\ kkk

kk

k

k

 

Proof. Let nAx ∈  and kAs ∈  

• If ( )nn
nA

FACx α∈ ,  and ( )kk
kA

FACs α∈ ,  then if ( ) ,, vsxe =Θ  

then ( ) ( ) { ( ) ( ) ( ( ))}.,/,min,, 11 srxdsryyxdvxdvxd HHH
−
Θ

−
Θ =∈==

Θ
 Since 

that 

( )( ) ( ) ( ){ } ,,,,/,,max nn
nAA

FACxFACssxexd ααΘΘ ∈∈=ρ kk
k  
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we have 

( ( )) ( ) ( ){ }.,,,/,max 1 nn FACxFACssrxd αα
−
ΘΘ ∈∈=ρ kk  

• If not, then ( )nnn FACAx α∈ ,\  or ( )., kkk
α∈ FACAs \  If 

( ) ,, vsxe =Θ  then ( )( ) ( )vFsxeFI nn
αΘα∗ =∈α∀ ,,  

( ) { ( ) ( ( ))}sFryFyFxFdvFxFdI nnnn
H

nn
H α

−
Θααααα∗ ∈=∈α∀⇒ 1/,min,,  

 ( ( ( )))sFrxFd nn
α

−
α= 1,  

we have ( ) { ( ( ( ))) ( ),,,,max 1 kkk
αα

−
α∗Θ ∈=ρ FACAssFrxFdIcard nn

H \  

or ( )}., nnn FACAx α∈ \  

 

Let ( )ΘΘΘ =ϒ re ,  be an Θm  steganographic protocol. The Θm  
protocol Θϒ  define a collection 

ΘϒF  of Θm  correcting codes and pseudo 

Θm  codes defined by: 

{ ( ) }./1 kAssrCF s ∈== −
ΘϒΘ  

Let x be an element of ( ) .,
∗∈αα I

nn FA  

If ( ),, nn FACx α∈  to decode x we proceed in this way: if Θρ  is the 
Θm  radius of ,Θγ  then there exists a word x ′  satisfying: ( ) Θρ≤′xxdH ,  

and ( ) .sxr =Θ  

Then ( )( ) ssxer =ΘΘ ,  which means that ( )sxe ,Θ  is a word decoding 

x relative to the code ( )., n
s

sc
FcC \α  If ( ),, nnn FACAx α∈ \  to decode x we 

proceed in this way: if Θρ  is the Θm  radius of ,γ  then there exists an Θm  word 

x ′  satisfying ( ( ) ( )) Θαα∗ ρ≤′∈α∀ xFxFdI nn
H ,,  and ( ( )) ( ).sFxFr nn

ααΘ =′  
Thus ( ) Θρ≤′

Θ
xxdH ,  and ( ) .sxr =′Θ  Then ( )( ) ssxer =ΘΘ ,  which 

means that ( )sxe ,Θ  is an Θm  word decoding x relative to the Θm  code 

( )., n
s

sC
FC \α  
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To build an Θm  steganographic protocol of parameters ( )Θρ,, kn  on 

an Θm  alphabet ( ),, αFA  one way is to start by building a surjective 

( ) ( )kk
ααΘ → FAFAr nn ,,:  which Θm  map Θr  define a family 

{ ( ) }kAssrCF s ∈== −
ΘγΘ /1  of Θm  codes and pseudo Θm  codes on 

( )αFA,  of length .n  

Example 4.1. To build an Θm  steganographic protocol of parameters 
(3, 2, 4) on { },3,1,1,0 222 ZZZF =  start with given an Θm  surjective 

function ,: 2
2

3
2 ZZ FF →Θr  if ,: 2

2
3
2 ZZ FF →Θr  is such that: ( ) ,, 2ZF∈∀ yx  

( ) {( ) }.,,, 2
1

ZF∈∀=−
Θ zzyxyxr  

( ) { },003,001,001,00000 22
1

ZZ=−
Θr  

( ) { },013,011,011,01001 22
1

ZZ=−
Θr  

( ) { },103,101,101,10010 22
1

ZZ=−
Θr  

( ) { },113,111,111,11011 22
1

ZZ=−
Θr  

are Θm  codes 

( ) { },301,101,101,00101 2222222
1

ZZZZZZZ =−
Θr  

( ) { },303,103,103,00303 2222222
1

ZZZZZZZ =−
Θr  

( ) { },311,111,111,01111 2222222
1

ZZZZZZZ =−
Θr  

( ) { },313,113,113,01313 2222222
1

ZZZZZZZ =−
Θr  

( ) { },031,011,011,00101 2222222
1

ZZZZZZZ =−
Θr  

( ) { },033,013,013,00303 2222222
1

ZZZZZZZ =−
Θr  

 ( ) { },131,111,111,10111 2222222
1

ZZZZZZZ =−
Θr  
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 ( ) { },133,113,113,10313 2222222
1

ZZZZZZZ =−
Θr  

( ) { },313,113,113,01313 222222222222
1

ZZZZZZZZZZZZ =−
Θr  

 ( ) { },333,133,133,03333 222222222222
1

ZZZZZZZZZZZZ =−
Θr  

( ) { },311,111,111,01111 222222222222
1

ZZZZZZZZZZZZ =−
Θr  

( ) { },331,131,131,03131 222222222222
1

ZZZZZZZZZZZZ =−
Θr  

are pseudo Θm  codes. 

Therefore ( ) 3
2

3
2:,000 ZZ FF →−Θe  satifies ( ) 00000,000 =Θe  since 

( ) ( ) .0,000,000 00 ==′
ΘΘ

cdxd HH  More generally, 

3
2

2
2

3
2: ZZZ FFF →×Θe  

 ( ) ( ) ( ).,,, sH cxdsxesx
Θ

=Θa  

If 10=s  and ,111=x  then we have:  

( ) ( { ,100;111;111 10 ΘΘ
= HH dCd  }) x ′= ,1103,101,101 22 ZZ  is 101 

because  

( ) .1101;111 =
ΘHd  

Thus ( ) ( ){ } .,, 2
1

baccbabar C=∈=−
Θ ZF  

Proposition 4.2. An Θm  map ( ) ( )kk
ααΘ → FAFAr nn ,,:  is an Θm  

extraction map of an Θm  [n, k]-steganographic protocol if and only if Θr  

is Θm  surjective. 

Proof. Indeed if ( ) ( )kk
ααΘ → FAFAr nn ,,:  is an Θm  extraction 

function of an Θm  [n, k]-steganographic protocol, then for all ( )nn FAx α∈ ,  

we have ( ) ,, kAIxer =⋅ΘΘ o  so Θr  is Θm  surjective. If ( )nn FAr αΘ ,:  
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( )kk
α→ FA ,  is Θm  surjective then there exists an Θm  embedding map 

Θe  such that ( )ΘΘ re ,  is an Θm  steganographic protocol of parameters 

( ).,, Θρkn  

For all R∈t  and for all ( )nn FAx α∈ ,0  put 

( ) { ( ) ( ) }.,,, 00 tyxdFAytxB H
nn ≤∈=

ΘαΘ  

 

Lemma 4.1. For all ( ) phicsteganogran -,, Θρk  protocol ( )ΘΘ re ,  over 

an Θm  alphabet ( )αFA,  and for all ( )nn FAx α∈ ,0  the Θm  map 

( ),,0 ΘρΘ xBr  the restriction of Θr  to the ball ( ),,0 ΘρxB  is Θm  surjective 

or, 

( ) ( ) ( )kk
αΘρΘ →ρ FAxBr xB ,,: 0,0  

  ( ),yry Θ→  

is an Θm  surjective map. 

Proposition 4.3. The Θm  map ( ),,0 ΘρΘ xBr  is well defined. Let 

consider ( ),, kk
α∈ FAs  since Θe  is the Θm  embedding map of the 

( ) phicsteganogran -,, Θρk  protocol ( ),, ΘΘ re  then ( )( ) .,, 00 ΘΘΘ ρ≤xsexd  

Let ( )0, xsey Θ=  then ( ) ΘΘ ρ≤yxd ,0  and ( ) ( )( ) .,0 ssxeryr == ΘΘΘ  

That proves the existence of ( )Θρ∈ ,0xBy  such that ( )( ) .,0 syr xB =
ΘρΘ  
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5. Protocol Steganography Using Θm  Codes 

Proposition 5.1. Let qF  be a finite field such that ( ),β= pq FF  

where p is a prime interger and β  is a primitive element such that 

.npq =  

( ) .,
0 











∈β=β= ∑
=

pi
i

i

n

i
pq aa FFF  

Let ( )αFp ,ZF  be the finite Θm  field with 2p  elements such that 

( ) ., pp FC FF Z =α  Let set .,
0 











∈β= ∑
=

ZZ FK pi
i

i
n

i
p aa  Let for every 

,∗∈α I  define 
( ) ( )

,
:

000

i
i

n

i

i
i

n

i

i
i

n

i

pp

aFaFa β=β′β

→′

α
==

α
=

α

∑∑∑ a

ZZ KKF

 ( )α′Fp ,ZK  is 

a finite Θm  field such that ( ) ., qp FC FK Z =′α  

Proof. [2]. 

Proposition 9.13, p.304. 

Proposition 5.2. Let C  be a linear code of length N, of dimension ,k  

of alphabet ,qF  having G  as generator matrix. Let 
xGx

f N
qq

a

FF →k:
 the 

encoder of .C  
xGx

f N
pp

a

ZZ KK →Θ k:
 a map. If Θf  is an Θm  map               

(i.e., ),, k
α

ΘΘ
α∗ ′=′∈∀ FffFIx N oo  then 

(1) Θf  is a linear and injective map. 

(2) ( ( )
( )

)N
f

Ff
Θα

Θ ′
Im

,Im  is a linear Θm  code such that ( ( ),Im ΘfC  

( )
) C=′

Θα
N

f
F

Im
 called the canonical Θm  extension of .C  



ON MODAL Θ-VALENT STEGANOGRAPHIC PROTOCOLS 41

(3) If Θf  is not an ,Θm  then let set { /kkk
ppp xE KKK Z\∈= U  

( ( ) ) }N
pIGxF ZK∈

∗∈αα
k  and  

N
pEg ZK→Θ :  

( ( ) )




 ∈

∗∈αα notifGxF

xifxG
x

I

p

k

kK
a  

(i) Θg  is a non linear map that is Θm  and injective. 

(ii) ( ( )
( )

)N
g

Fg
Θα

Θ

Im
,Im  is non linear Θm  code such that ( ( ),Im ΘgC  

( )
) ,

Im
C=

Θα
N

g
F  called the canonical Θm  pseudo extension of the classical 

linear code .C   

Proof. [10]. 

It comes from the proof of the propositions 0.18, 0.19, 0.20, 0.21. 

Definition 5.1. Let denote ( ) ( )N
C

Ff
Θα

ΘΘΘ ′= ,,Im CC  is called the 

canonical Θm  extension of the classical linear code .C  

Proposition 5.3. Let ( )n
C

Fα,C  be a linear Θm  code of length n, of 

dimension k and of Θm  alphabet ( )., α′FpZK  The subset of Θm  invariant 

elements ( )n
C

FC α,C  is a classical linear code of length n, of dimension k 

and of alphabet ( ).β== pqp FFK  

Proof. [3]. 

 

 



JEAN ARMAND TSIMI et al.  42

5.1. Connection with the Θm  coding theory 

Let C  be a linear classical code of length N, of dimension k, of 

alphabet qF  having parity check matrix H and covering raduis .ρ  Let 

( )NFα
Θ ′,C  be a canonical Θm  extension or a canonical Θm  pseudo 

extension of .C   

Let ,N
pa ZK∈  we have ( ( ))

∗∈αα′= I
N aFa  and ( ) ., N

p
N aFI K∈′∈α∀ α∗  

Let sets ( ) {( ) ( ) ( )kkk −−− ×∈×= N
p

N
p

N
p

N
p

N
p

N
p sxF KKKKKK ZZ \\,U  

( ( ) ( )) }N
pI

NN eFxF ZK∈′−′
∗∈ααα  and  

{ ( k−
α′∈= NN

p
N
p

N
p FHyG KKK Z\U  ( )) }.k−∈α ∈

∗
N
pIy ZK  

Let ( ) ( ) ., N
p

N
p

N
p GyFsx KKK \\ ∈×∈ −k   To insert s in x, the principle 

is to modify x in y such a way that ( ) ( )., sFyFHI NN k−
αα∗ ′=′∈α∀  We then 

check the vector N
pe ZK∈  which modifies x in y, i.e., for every ,∗∈α I  we 

check ( )eF N
α′  which modifies ( )xF N

α′  in ( )yF N
α′  

( ) ( ) ( )

( ) ( ) ( )
.

xFHsFeFH

eFxFyF

NNN

NNN

α
−

αα

ααα

′−′=′⇒

′−′=′

k
 

The optimal vector-α  is the chief-α  of the coset-α  ( ( ) NN FHsFC α
−

α ′−′ k  

( )) { ( ) ( ) ( ) ( )}./ xFHsFcFHcFx NNNN
q

N
p

N
α

−
ααα ′−′=′=∈′= kFK  
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Proposition 5.4. Let Emb and Ext defined as follows: 

GFEmb →:  

( )
( )

( ( ) ( ))






′−′

×∈=−

∗∈ααα

−

notifeFxF

sxifyex
sx

I
NN

N
p

N
p

kKK,
, a  

( )
( )

( ( ) ( ))






′−′

×∈=−
=

∗∈ααα

−

notifeFxF

sxifyex
sxEmb

I
NN

N
p

N
p

kKK,
,  

k−→ N
pGExt ZK:  

( ( ))






′

∈

∗∈α
−

α notifyFH

yifHy
y

I
N

N
p

k

K
a  

Emb and Ext are Θm  map such that ( )( ) ., ssxEmbExt =  

 

Let ∗∈λ I  and ( ) ., Fsx ∈   

If ( ) k−×∈ N
p

N
psx KK,  

 ( )( ) ( )exFsxEmbF NN −′=′ αλ ,  

ex −=  

y=  

( ( ) ( ))sFxFEmb NN k−
λλ ′′= ,  

( ) ( )., sxFFEmb NN k−
λλ ′×′= o  
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If ( ) ( ) ( )kk −−×∈ N
p

N
p

N
p

N
psx KKKK ZZ \\,  

( )( ) (( ( ) ( )) )
∗∈αααλλ ′−′′=′ I

NNNN eFxFFsxEmbF ,  

( ) ( )eFxF NN
λλ ′−′=  

( ( ) ( ))sFxFEmb NN k−
λλ ′′= ,  

( ( ))., sxFFEmb NN k−
λλ ′×′=  

Let ∗∈α I  and .Gy ∈   

If ,N
py K∈  

 ( )( ) ( )HyFyExtF NN kk −
λ

−
λ ′=′  

Hy=  

( )yFH N
λ′=  

( ( ))yFExt N
λ′=  

( ( )).yFExt N
λ′=  

If N
pGy K\∈  

( )( ) (( ( )) )
∗∈α

−
α

−
λ

−
λ ′′=′ I

NNN yFHFyExtF kkk  

( )yFH N k−
λ′=  

( ( )).yFExt N k−
λ′=  

Thus Emb and Ext are .Θm  ( )( ) ( ) .,,, FsxssxEmbExt ∈∀=  
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Remark 5.1. If ,N
p

N
ps KK Z\∈  then ( ( )) .

∗∈αα′= I
N sFs  So we observe 

that when hiding s in ,N
p

N
px KK Z\∈  this becomes to hide ( )∗Icard  

classical messages in .x  Indeed, for every ,∗∈α I  we hide ( )sF N k−
α  in 

( ),xF N
α′  i.e., in other word we hide for every ( )sFI N k−

α∗∈α ,  in x. 

According to what proceeds, we can hide classical messages in a cover 
Θm  object ( Θm  codeword). 

6. Conclusion 

In the present work, we have been brougth from the Θm  algebraic 
structures to define Θm  steganographic protocols with some examples. 
We have also observe that one can hide classical messages in a cover Θm  
objet ( Θm  codeword). 
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