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Abstract 

Special types of high nonlinear functions (APN functions) defined over finite 
fields of characteristic 2 have important applications in cryptography. The 
design of block ciphers by using APN functions provides high resistance against 
differential attacks. The goal of this paper is to supply a comprehensive review 
of the most important facts connecting differential attacks, DES-like ciphers 
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and APN functions. In this paper, we show how differential attacks work 
against DES-like ciphers and how APN functions work against differential 
attacks. 

1. Introduction 

Cryptographic algorithms are sequences of processes used to encipher 
and decipher messages. These algorithms allow two parties to 
communicate while preventing unauthorized third parties from 
intersecting the message. Encryption transforms human readable data 
(plaintext) into unreadable data, known as ciphertext. 

Symmetric-key ciphers consist of encryption methods in which both 
parties share the same key or related keys. Symmetric-key ciphers are 
implemented as either block ciphers or stream ciphers. A block cipher 
enciphers the data as blocks, while a stream cipher do it as individual 
characters. A block cipher consists of encryption and decryption 
algorithms, the decryption algorithm is defined to be the inverse process 
of the encryption. Examples of symmetric ciphers include Twofish, 
Serpent, DES, 3DES, AES, DES-like, etc. We will focus our study on 
DES-like ciphers, which are block ciphers with a similar structure of 
DES. 

Data encryption standard (DES) algorithm is a symmetric-key cipher 
selected in 1977 by the National Bureau of Standards as an official 
Federal Information Processing Standard for the USA and used world 
wide. S-Boxes are basic components of block ciphers, they are typically 
used to obscure the relationship between the key and the inputs 
(plaintext). They can take an n-bit block input and produce an n-bit block 
output (ciphertext). For more information about DES and its properties, 
see [4]. 

Nowadays DES is considered insecure by several applications 
because of its small 56-bit key size and many attempts to increase the 
security have failed. DES has been extensively analyzed in order to 



DES-LIKE CIPHERS, DIFFERENTIAL ATTACKS … 31

capture its property of weakness. Special attention has been focused on 
the nonlinear properties of the round function F, which is composed of 
permutations and substitutions transformations (S-boxes). As observed 
by Nyberg and Knudsen [23, 24], the security of the cipher can be 
increased by replacing the round function F by a function with high 
nonlinear properties, a function that provides resistance against 
differential cryptanalysis. 

During the application of differential cryptanalysis, the attacker 
selects inputs and examines outputs in an attempt to derive the key. The 
attacker will select pairs of inputs ,, xx ′  satisfying ,xxx ∆=′−  knowing 

that for this value ,x∆  a particular value yyy ∆=′−  will occurs with 

high probability. As higher this probability is, higher is the possibility to 
reveal the secret key. 

Almost perfect nonlinear (APN) functions provide high resistance 
against differential cryptanalysis when are used as alternatives S-boxes 
of DES-like ciphers. APN functions can be chosen in such a way that for 
any difference ,x∆  the probability of the occurrence of y∆  is as small as 

possible. 

In this paper, we explain how DES-like ciphers are vulnerable to 
differential attacks, and how APN functions provide high resistance 
against differential attacks. 

This paper is a compilation of the main results obtained by Biham, 
Shamir, Lay, Massey, Murphy, Nyberg, Knudsen, Budaghyan, Dobbertin, 
among others, whose works relates DES-like ciphers, differential 
cryptanalysis and almost perfect nonlinear functions. Our motivation for 
this paper is to show attractively, in just one document, one of the most 
important applications of high nonlinear functions defined over finite 
fields in cryptography, in order to be understandable for more diverse 
readers, others without the expertise in this area. 
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2. DES-like Ciphers 

An r-round iterated cipher is a cryptographic algorithm based on 
iterating r times a function F (each iteration is called a round). The 
function F (called the round function) is applied to a plaintext x and a 
round subkey .k  The round function is such that, for every pair x and ,k  

F establishes a one to one correspondence between the round input x and 
the round output X. 

DES-like ciphers are iterated ciphers. The process of encryption of a 
DES-like cipher is essentially as follows. The input x in each round is 
divided into two halves ( ) Fxx RL .,  applies to the right half Rx  and a 

round key k  derived from a key schedule algorithm. The output 
( )k,RxF  is added modulo 2 to the left half Lx  and the two halves are 

swapped. This process, for a DES-like block cipher of r rounds, block size 
2n and round function F, can be described as follows: 

Let ( )n2F  be the finite field of n2  elements. For ,nm ≥  let 

( ) ( ) ,: 22
nmf FF →  

( ) ( ) ,: 22
mnE FF →  

and let ( ) ( ) ,,,,, 221
m

irK F∈= kkkk K  be the r-round key. The round 

function F, 

( ) ( ) ( ) ,: 222
nmnF FFF →×  

is defined, in the i-th round, by 

( ) ( )( ),, ii xEfxF kk +=   (1) 

where + is the bitwise addition modulo 2 (key mixing operation), E is an 
affine mapping (extension affine mapping from n-bit inputs to m-bit 
outputs) and f is a substitution mapping (8 parallel nonlinear 
substitutions called S-boxes). 
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The Figure 1 illustrates the operation of the round function F of DES, 
with a block of size 64. 

 

Figure 1. The round function F in DES [27]. 

Given a plaintext ( )RL xxx ,=  and a key ( ),,,, 21 rkkkk K=  the 

ciphertext ( )RL XXX ,=  is computed in r rounds as follows: 

Set ( ) LL xx =0  and ( ) .0 RR xx =  Compute for :,,2,1 ri K=  

( ) ( ),1−= ixix RL  

( ) ( ( ) ) ( ),1,1 −+−= ixixFix LiRR k  

( ) ( ( ) ( ))., ixixix RL=  

Set ( ) ( )., rxXrxX LRRL ==  

The Figure 2 illustrates the encryption process for one round. In the 
next chapter, we will show that, in a difference sense, DES-like ciphers 
are related with homogeneous Markov chains, and consequently they are 
vulnerable to differential cryptanalysis. 
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Figure 2. One round in DES [27]. 

3. Differential Cryptanalysis 

3.1. Markov ciphers 

A sequence of discrete random variables K,,, 210 aaa  is a Markov 
chain if, for any i, the probability of the occurrence of the state 1+ia  is 
given by: 

( ) ( ).,,, 11001111 iiiiiiiiii babaPbabababaP ======= ++−−++ K  

As can be seen, the probability of the next state depends only on the 
present state and not on the previous. A Markov chain is called 
homogeneous if ( )iiii babaP == ++ 11  is independent of i, for all .,1 ii bb +   

Suppose that, in a DES-like cipher, the plaintext x is independent of 
the subkeys .ik  The following definition and theorem, given in [22], are 
important for introducing differential attacks on DES-like ciphers in the 
next subsection. (Let us use ∆  to denote the difference of two variables, 
let us say .aaa ′′−′=∆ ) 
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Definition 1. An iterative cipher with round function ( )k,xfF =  is 

a Markov cipher if there exist a group operation such that, for all choices 
of α  and ( ),0and0 ≠β≠αβ  the probability ( )γ=α=∆β=∆ xxyP ,  is 

independent of γ  when the round subkey k  is uniformly random, i.e.; 

( ) ( ),, α=∆β=∆=γ=α=∆β=∆ xyPxxyP  

for all choices of γ  when k  is uniformly random. 

Theorem 1. If an r-round iterated cipher is a Markov cipher and the 
r round keys are independent and uniformly random, then the sequence of 
differences 

( ) ( )ryy ∆∆ ,,0 K  

is an homogeneous Markov chain. 

In [1], Biham and Shamir showed that DES-like ciphers are Markov 
ciphers with the addition modulo 2 bitwise operation. 

3.2. S-round differentials and differential attacks 

To start defining differential cryptanalysis on an r-round DES-like 
cipher, let us consider for encryption a pair of distinct plaintext xx ′,  of n 

bits, and its nonzero difference x∆  defined as 

.xxx ′−=∆  

For ,,,1,0 ri K=  let 

( ) ( ),, ixFiy k=  

( ) ( ),, ixFiy k′=′  

be the outputs after i-rounds, which are also inputs to the ( )1+i -round. 

From the above formulas, we obtain the sequence of differences 

( ) ( ),,,0 ryy ∆∆ K  

where ( ) ( ) ( )iyiyiy ′−=∆  and ( ) ( ) .0,0 xyxy ′=′=  
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In [1], the authors introduced differential cryptanalysis of DES-like 
ciphers in terms of “s-round characteristics”. 

An s-round characteristic is a ( ) ( ) ( ) ( )( )ss βββ+ ,,1,0tuple-1 K  considered 

as the possible value of ( ) ( )( ).,,1, syyx ∆∆∆ K  The probability of an          

s-round characteristic is defined as 

( ) ( ) ( ) ( ) ( ) ( ) ( )( ),0,,22,11 β=∆β=∆β=∆β=∆ xssyyyP K  

where the plaintext x and the subkeys ik  are independent and uniformly 

random. Differential cryptanalysis seeks to exploit the fact that, given a 
particular input difference ,x∆  a particular output difference ( )sy∆  

occurs with a very high probability (much greater than 121 −n ), 

computed as a probability of Markov chains as in Equation (4), in order 
to reveal the secret key. If this fact is feasible for a few number of ,, yx ∆∆  

the round function F is said to be cryptographically weak. 

In [22], Lai et al. introduced the notion of “s-round differentials” for a 
general iterated cipher instead of s-round characteristics. They observed 
that for the success of differential cryptanalysis it may not be necessary 
to fix the values of differences for the intermediate rounds in a 
characteristic, because only the values of ( )1−∆ sy  are used to determine 

the possible values of the subkeys in the last round. An s-round 
differential is a pair ( ) ( )( )sββ ,0  considered as the possible value of 

( )( )., syx ∆∆  The probability of an s-round differential ( ) ( )( ),,0 sββ  

denoted as 

( ) ( ) ( ) ( )( ),00 β=∆β=∆ xssyP  

is the conditional probability that, after s rounds, ( )sβ  equals the 

difference ( )sy∆  given that the plaintext difference x∆  has difference 

( ),0β  when the plaintext x and the subkeys ik  are independent and 

uniformly random. 
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Then, a differential attack will be succesfull if the round function of 
an iterated cipher is cryptographically weak and the attacker counts on  
s-round differentials with high probability. This is the case for DES-like 
ciphers. 

3.3. How differential cryptanalysis works against DES-like ciphers 

Differential cryptanalysis is the first method which reduce the 
complexity of attacking DES in half of an exhaustive search [1]. 

Assume we have two inputs xx ′,  for the same s-box S and we know 

only their difference .x∆  Question: What do we know about the 
difference of their images ( ) ( ) ( ) .?xSxSxS ′−=∆  A difference 

distribution table for this s-box is a distribution table for the input-output 
( )( )xSx ∆∆ ,  for all possible inputs xx ′,  such that xxx ∆=′+  (see [1] for 

the distribution table of all s-boxes of DES). A number sn  in the position 

( )βα,  means that for sn  pairs with input difference ,α  the output 

difference is .β  The minimum value of sn  is 0, the maximum value is 64 

( ).0,0when =β=α  When 0>sn  occurs in the position ( )βα,  means 

that the probability that α  may cause β  is given by .64
s

s
np =  The 

probability of a 1-round differential ( )βα,  is the product of the 

probabilities sp  of the 8 s-boxes. This probability equals the fraction of 

the key that can be extracted from that differential [1]. The probability of 
an s-round differential is the sum of the probabilities of s-round 
characteristics as in Equation (4). The process to extract the key of an    
r-round DES-like cipher, by using differential attacks, can be 
summarized as follows: 

(1) Find a ( )1−r -differential ( )βα,  with maximal probability or close 

to it. 

(2) Choose pairs of plaintexts xx ′,  such that α=′+ xx  and submit 

them to encryption under the actual key K to obtain ciphertexts ( ),ry  

( ).ry′  
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(3) Using these pairs ( ) ( ),, ryry ′  find the possible values of the        

subkeys in the last round (if any) that correspond with the previous 
( ) ( )1,1 −′− ryry  with difference ( ) .1 β=−∆ ry  

(4) Count the number of appearances of the subkeys in Step (3). 

(5) Repeat Steps (3) and (4) until a subkey (or a set of subkeys) occurs 
more likely than the others and take it as the key of the DES. 

Thus, to prove resistance against differential cryptanalysis we must 
ensure that there is not differentials with probability high enough to 
enable successful attacks. It must be ensured a low probability for any 
differential. Next, an upper bound to the probability of an s-round 
differential is provided. 

3.4. An upper bound 

Assuming that the chosen plaintext xx ′,  (chosen by the 

cryptanalyst) and the subkeys ik  are independent and uniformly random, 

the rate of success of a 1-round differential ( ) ( )( ),1,0 ββ  taken over the 

distribution of x and ,ik  is 

( ) ( ) ( ) ( )( ),0011 β=∆β=∆ yyP   (2) 

which by the property of Markov ciphers is equal to 

( ) ( ) ( ) ( )( ),,0011 γ=β=∆β=∆ xyyP   (3) 

for all values of ,γ  if the round keys ik  are uniformly distributed. Hence 

the probability of a 1-round differential is independent of the distribution 
of x and is taken only over the distribution of .ik  Then, for independent 

and uniformly random subkeys ,ik  the probability of an s-round 

characteristic is equal to the product of the probabilities of the 
individuals rounds (by the Chapman-Kolmogorov equation of Markov 
chains [22]), i.e., 

( ) ( ) ( ) ( )( ).11
1

−β=−∆β=∆∏
=

iiyiiyP
s

i
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Then, the probability of the s-round differential ( ) ( )( )sββ ,0  is the sum of 

the probabilities of all s-round characteristics with input difference ( )0β  

and output difference ( ),sβ  i.e.; 

( ) ( ) ( )( )0β=∆β=∆ xssyP  

( ) ( ) ( )
( ) ( ) ( ) ( )( ).11

1121
−β=−∆β=∆= ∏∑∑∑

=−βββ

iiyiiyP
s

is
L  (4) 

Let us denote by maxp  the highest probability for a 1-round differential, 

i.e.; 

( )( ),1maxmaxmax α=∆β=∆= αβ xyPp R   (5) 

where 0≠αR  is the right half of α  (to avoid a trivial probability). 

In [23], Nyberg and Knudsen proved the following theorem: 

Theorem 2. It is assumed that in a DES-like cipher with 

( ) ( )nm GFGFf 22: →  the round keys are independent and uniformly 

random. Then the probability of an s-round differential, ,4≥s  is less 

than or equal to .2 2
maxp  

Nyberg proved that the bound 2
max2p  is also reached for less rounds 

differentials ( )3≥s  when f is a permutation [23]. 

In the next section special functions which minimize this bound, and 
hence provide high resistance against differential attacks when used as 
alternative S-boxes, are defined. 

4. APN Functions 

Let qL F=  be the field with q elements, npq =  for some prime 

number p and some positive integer n. Consider a function .: LLf →  
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For ,0,, ≠∈ aLba  let 

( ) ( ) ( ){ }.:, bxfaxfLxbaN f =−+∈=  

We say that f is nonlinear if { ( ) }0,,:,max ≠∈=∆ aLbabaN ff  is 

smaller than q. Obviously, if f is linear, .qf =∆  

For ,2=p  necessarily .2≥∆ f  A function f for which 2=∆ f  is 

called almost perfect nonlinear (APN). 

Definition 2. Let ,qL F=  with nq 2=  for some positive number n. 

A function LLf →:  is said to be almost perfect nonlinear (APN) on L if 

for all ,0,, ≠∈ aLba  the equation 

( ) ( ) ,bxfaxf =++   (6) 

has at most 2 solutions. 

Because L has characteristic 2, it is easy to see that if x is a solution 
of the equation (6), ax +  is also a solution, then an equivalent definition 
is: f is an APN function if the “derivative” set: 

( ) ( ) ( ){ },: LxxfaxffDa ∈++=   (7) 

has size at least 12 −n  for each .∗∈ La  As we will see later, these 
functions have good resistance against differential attacks when used as 
S-boxes of DES-like algorithms. 

Some examples of APN functions are monomials of the form  

( ) 12 +=
t

xxf  (the family of Gold functions) defined over .2nF  This class 

was shown to be APN for all n, provided ( ) ,1, =tn  by Janwa et al. [19], 

Janwa and Wilson [20], as well as by Nyberg [25]. 
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The class of monomials ( ) 124 +−=
tt

xxf  (called the Kasami-Welch 

functions) defined over n2F  are also APN when ( ) .1, =nt  These 

functions are maximally nonlinear (and hence APN) for odd n as proved 
by Kasami [21], and for even n as proved by Dobbertin [13]. 

It is obvious that a constant function is not APN. Neither the identity 
function ( ) ,xxf =  since for all ( ) ( ) ;,2 axfaxfFx n =++∈  then the 

number of solutions of the Equation (6) have n
n 22 =F  solutions, by 

selecting .ab =  The same applies for ( ) .2xxf =  In general, a monomial 

function ( ) ,dcxxf =  where c is a constant and d is a power of 2, is not 

APN. 

The APN property is invariant under some transformations of 
functions. A function LLf →:  is called affine if 

( ) .,,2
1

0
Laaxaaxf ii

n

i

i
∈+= ∑

−

=

 

Two functions f and g are Carlet, Charpin, Zinoviev equivalent    
(CCZ-equivalent) if the graph of ( ){ },,, xfxf  can be obtained from the 

graph of ( ){ },,, xgxg  by an affine permutation. Two CCZ-equivalent 

functions preserves the APN property. Mostly, the CCZ-equivalence is 
very hard to prove (for more details, see [3]). 

Until 2006, the list of known inequivalent APN functions on nL 2F=  

was rather short as it is shown in Table 1 [17, 21, 13, 14, 15, 25]. 
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Table 1. Monomial APN functions 

( ) dxxf =  Exponent d Constraints 

Gold 12 +r  ( ) 1, =nr  

Kasami-Welch 1222 +− rr  ( ) 1, =nr  

Welch 32 +r  12 += rn  

Niho 122 2 −+ rr  
( ) 122 213 −+ +rr  

rrn ,12 +=  even 

rrn ,12 +=  odd 

Inverse 122 −r  12 += rn  

Dobbertin 12222 234 −+++ rrrr  rn 5=  

It was conjectured that these monomial functions were the only APN 
functions, up to equivalence. In 2006, Edel et al. [16] showed that the 
function 

[ ]xuxx 102
363 F∈+  

is APN on 102F  for a special seleccion of u. They also showed that this 

function is not CCZ-equivalent with any of the functions listed in Table 1. 
Since the emergence of this first example, there exist now several infinite 
families of non-monomial APN functions (see [18] and references 
therein). The Table 2 list all the known APN polynomials until now. 
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Table 2. Nonmonomial APN functions 

( )xf  Constraints 

srtitts
xax

++−+ + 221212  ( ) ( ) 3,13,3,,3 ≥=== ttsttn  

sti ≡  mod air ,3,3 −=  is primitive in L 

srtitts
xax

++−+ + 221212  ( ) ( ) stittsttn ≡≥=== 3,12,2,,4   

mod air ,4,4 −=  is primitive in L 

1222212 +++ ++
+ mmsmms

bxxaax  

iim
xcj

m
j

221
1

+−

=

+

∑+  

mmn ,2=  odd ( ) smsc mj ,1,,2 =∈ F  odd 

ba,  are primitive in L 

122222 1 ++ −++−
++

tnststtn
bxxaax  ( ) ( ) ( )stttstn +=== 3,1,3,13,,3  

 a is primitive in tbL 2, F∈  

122222 1 ++ −++−
++

tnssttn
bxaxxa

t
 ( ) ( ) ( )stttstn +=== 3,1,3,13,,3   

a is primitive in tbL 2, F∈  

122222 1 ++ −++−
++

tnssttn
bxaxxa

t
 

sstt
xca 2212 ++ +

+  

( ) ( ) ( )stttstn +=== 3,1,3,13,,3  

a is primitive in 1,,, 2 ≠∈ bccbL tF  

( )kkkk 22122 22 +++ + qq cxbxx  mmn ,2=  odd, c a power of ( )sq −  but 

not a power of ( ) ( ) ,121 +− iq  0≠+ bcbq  

( )9
1

3 tr xx n+   

( ) 1212 tr ++ +
kk

xx n
m  ( ) 1,,42 === kntmn  

4.1. The nonlinear property 

We now display the nonlinear property of an APN function f by 
computing the number of elements in its derivative set ( ).fDa  

Let n2F  be the finite field with irreducible polynomial ( ) [ ]xxp 2F∈  of 

degree n, i.e., ( ),22 α= FF n  where α  is a root of ( ) nxp 2. F  can be 

identified as the n-dimensional vector space ( )n2F  over .2F  Then, any 



MOISÉS DELGADO et al. 44

univariate polynomial nnf 22: FF →  can be represented as a multivariate 

polynomial ( ) ( ) ,: 22
nnf FF →  called “the algebraic normal form” of f [12], 

( ) ( ) ( ) ( ) ( ) ,,,, 2
1

1

2

nu
i

n

iFu
n ucxucxxf i

n
F∈= ∏∑

=∈

K  (8) 

whose degree with respect to each variable is at most one. 

The following example show the nonlinearity of the particular APN 

function ( ) 5xxf =  over .8F  

We can represent 8F  as ( ) :2 αF  

{ },1,1,,1,,,1,0 2222
8 +α+α+αα+α+ααα=F  

where α  is a root of ( ) .13 ++= xxxp  Then we get the permutation of 

elements in :8F  

x ( ) 5xxf =  

0 0 

1 1 

α  12 +α+α  

2α  1+α  

1+α  α  

α+α2  12 +α  

12 +α+α  α+α2  

12 +α  2α  
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Using the identification as a 3-dimensional vector space ( ) :3
2F  

( )321 ,, aaaa =  ( )af  

(0, 0, 0) (0, 0, 0) 

(0, 0, 1) (0, 0, 1) 

(0, 1, 0) (1, 1, 1) 

(0, 1, 1) (0, 1, 0) 

(1, 0, 0) (0, 1, 1) 

(1, 0, 1) (1, 0, 0) 

(1, 1, 0) (1, 0, 1) 

(1, 1, 1) (1, 1, 0) 

The algebraic normal form of f is: 

( ) ( ).,,,, 21321312132312321 xxxxxxxxxxxxxxxxxf +++++++=  

Computing ( )fDa  for each ( ) ,0,3
2 ≠∈ aa F  we get: 

( )321 ,, aaaa =  ( )fDa  ( )fDa  

(0, 0, 1) {(0, 0, 1), (0, 1, 1), (1, 0, 1), (1, 1, 1)} 4 

(0, 1, 0) {(0, 1, 0), (0, 1, 1), (1, 1, 0), (1, 1, 1)} 4 

(0, 1, 1) {(0, 0, 1), (0, 1, 0), (1, 0, 1), (1, 1, 0)} 4 

(1, 0, 0) {(0, 1, 0), (0, 1, 1), (1, 0, 0), (1, 0, 1)} 4 

(1, 0, 1) {(0, 0, 1), (0, 1, 0), (1, 0, 0), (1, 1, 1)} 4 

(1, 1, 0) {(1, 0, 0), (1, 0, 1), (1, 1, 0), (1, 1, 1)} 4 

(1, 1, 1) {(0, 0, 1), (0, 1, 1), (1, 0, 0), (1, 1, 0)} 4 

As can be seen, for each ( ) ,0,3
2 ≠∈ aa F  the size of the derivative 

( )fDa  is ( ) ,24 13−≥=fDa  implying that f is APN. 

As we already discussed at the beginning of this section, the function 

( ) 5xxf =  defined over 32F  belongs to the family of Gold functions (see 

Table 1), which is APN because of the relatively prime condition. 
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4.2. Resistance against differential attacks 

Now we will show in detail, as it was briefly did it in [23], that the 
round function of a DES-like cipher can be chosen such that maxp  has a 
small value, i.e., that it is possible to choose the round function so that no 
single differential is useful. For simplicity let us use ( )βα,  for a 1-round 
differential. Let f be the function as defined in a DES-like cipher in 
Section 2. 

Let us denote 

( ) ( )( ).maxmax 0 bXfaXfPP abf =++= ≠   (9) 

From ( ) ( ) ,1,0 β=∆α=∆ yy  we have: 

( ) ( ) ,00 α=−′ yy   (10) 

( ) ( ) .11 β=−′ yy   (11) 

Then, dividing yy ′,  in two halves we get 

( ( ) ( ) ( ) ( )) ( ),,00,00 RLRRLL yyyy αα=−′−′  (12) 

( ( ) ( ) ( ( )( ) ) ( ) ( ( )( ) ) ( )) ( ).,0000,00 RLLRLRRR yKyEfyKyEfyy ββ=−+−′++′−′  

(13) 

From (12), we get ( ) ( ) ( ) ( ) .00,00 RRRLLL yyyy α+=′α=−′  Replacing 
this in (13) and equating components, we get 

( ) ( ) ,00 LRR yy β=−′   (14) 

( ( ( ) ) ) ( ( )( ) ) .00 RRRRL KyEfKyEf β=+++α++α   (15) 

Thus, from (5), 

( ( ) ( ) )α=∆β=∆= αβ 01maxmaxmax yyPp R  

          ( ( ( ( ) ) )KyEfP RRLR +α++α= αβ 0maxmax  

( ( )( ) ) )RR KyEf β=++ 0  

( ( ( ( )) ) ( ( )( ) ) ).00maxmax RRRL KyEfKyEfPR β=+++′+α= αβ  
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Let ( )0~
Ryx =  

 ( ( )( ) ( )( ) )RLR KxEfKxEfPR β+α=+α+++= αβ
~~maxmax  

 ( ) ( )( ),maxmax baXfXfPR =++= αβ  

where we have assumed that E is affine, and denoted ( ) KxE +~  by 

( )REX α,  by a and RL β+α  by b. 

This means that, if we choose a function f in (1) such that for any 
nonzero difference ,aXX =′+  the occurrence of the difference ( ) +Xf  

( ) bXf =′  has very low probability, i.e., an APN function, then the 

success of any 1-round differential (and as a consequence, any s-round 
differential) is hardly probable. Therefore, APN functions provides good 
resistance against differential attacks when used as the round function of 
DES-like ciphers. 

4.3. The major APN open problem 

As showed in Section 2, the design of a cryptosystem consist of 
algorithms of encryption and decryption. Then, an important condition 
for the round function is to be a bijective function (a permutation). Also, 
as showed in the same section, the process of encryption of DES-like 
ciphers start by dividing the plaintexts into two halves, i.e., many ciphers 
applies as functions of even number of variables, it means, functions 
defined over n2F  for an even number n. 

It is well known that for 4,2=n  does not exist APN permutations 

over .2nF  For ,6=n  there exist (up to now) only one APN permutation 

(The Dillon function [8]). For 6>n  is unknown the existence or non 
existence of APN permutations. Then, the following is considered a major 
open question about APN functions. 

Does there exist APN permutations over n2F  for n an even number 

greater than 6? 
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